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T
he cyber security industry – and 
the entire world – has been shaken 
by the emergence of the novel 
coronavirus, known officially 
as COVID-19. While the world 

watched as China dealt with a new pathogen 
back in December 2019, other countries 
missed the opportunity to learn, adjust 
and take immediate action, mainly because 
humans are not very good at assessing risk 
and we naturally take the position that bad 
things happen, but to other people. 

Long before the outbreak, over the 
past 20 years we somehow moved from a 
society and business community that didn’t 
tolerate poor telecommunications – hence 
the reliability of copper landlines – to a 
society that is now tolerant of conferencing 
with jitters, lags and every fifth word 
missed. We moved from reliable but limited 
technology, to unreliable but feature-rich 
solutions. We also moved from having 
warehouses with inventory, to a just-in-
time nature of manufacturing and delivery. 
The world pivoted from locally made to 
globally delivered. While we, as a business 
community, reduced costs and increased 
profitability through these measures, we 
forgot about one thing – resilience.  

The pandemic presents society with 
challenges, but also with opportunities, and 
these include:

 — building improved and more diverse 
supply chains to remove single reliance on 
a company, country or technology

 — understanding the impact of global 
disasters on interconnected supply 
chains to better estimate and predict the 
consequences of disruptions

 — developing intuitive and scalable cyber 
security solutions that can adjust to a 
work-from-home workforce

 — gaining better understanding of how 
businesses can leverage and use digital 
collaborative tools to reduce travel

 — understanding what doesn’t work and 
what could possibly work, and drive 
innovation of new services, products 
and solutions.

While all we hear about in the news at 
the moment is the number of new infections, 
the mortality rate and new laws or measures 
that are being put into place by various 
governments around the world to address the 
pandemic, businesses also need to continue to 
manage their other risks, stay afloat and deal 
with ongoing cyberthreats. Misinformation 
across social media and attacks from threat 
actors both locally and internationally are 
still impacting businesses and communities. 

Over the next six to 12 months, our lives will 
change. We also need to remember that many 
lives are already changing as people lose loved 
ones, businesses go under and job losses are felt 
as the global economy slows. In times like these, 
the role cyber security plays in protecting the 
community and organisations from hostile 
actors will continue to grow in importance, 
particularly as we all begin to work and operate 
in an environment of global uncertainty.

Aside from the physical health of staff 
and the community, in times of stress and 
uncertainty we also need to manage and 
monitor mental health. The trauma that 
some people in the community – particularly 
frontline staff at supermarkets and in other 
service industries – are experiencing 
through physical, verbal and emotional abuse 
due to panic buying by customers, needs to be 
acknowledged and managed. 

Things will be difficult; plans will be 
disrupted and the times ahead will be 
emotionally challenging. We can reduce 
these impacts by pulling together, supporting 
those who are less able, and learning from 
this experience to build a more cohesive and 
resilient society. •

Foreword
A message from Damien Manuel, Chair, AISA.

Misinformation across social media and 
attacks from threat actors both locally and 
internationally are still impacting businesses 
and communities
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A
s the Australian information 
security (InfoSec) community 
stands on the threshold of a new 
Commonwealth Cyber Security 
Strategy, it’s worth reflecting upon 

the lessons of the first four-year strategy. In 
2016, then Prime Minister Malcolm Turnbull 
announced the Commonwealth’s first Cyber 
Security Strategy with great fanfare and 
significant government funding. It contained 
dozens of objectives and policy initiatives, 
and since then we’ve made some progress. 
But the biggest lesson we’ve learnt is that the 
contents of a strategy mean little if there’s no 
political leadership to deliver it.

Four years ago, the 2016 Cyber Security 
Strategy promised ‘clear roles and 
responsibilities’ for the Australian cyber 
security sector. Central to this was a dedicated 
minister and a special adviser to the Prime 
Minister. Today, neither position exists. 
Since these roles were abolished by the 

Morrison Government, the absence of political 
leadership on cyber security has been telling.

In recent years, there have been a lot of 
people doing a lot of things in Australian 
cyber security, but little evidence of a 
centrally coordinated strategy. We’ve seen a 
flurry of initiatives launched in defence, law 
enforcement, national security, international 
diplomacy, industry development, research 
and skills development. But the follow 
through on these initiatives has been patchy 
at best. It’s unclear what the government’s 
priorities are across this sprawling agenda. 
Even worse, as specific initiatives have been 
left to unfold on their own accord within 
their own governmental silos, we’ve seen 
plenty of inconsistency. For example, how 
did the government reconcile its encryption 
legislation with its goals for diplomacy and 
industry development?

Politicians aren’t popular right now 
(believe me, I get it!), but this is where we 

Minister’s foreword
A message from Tim Watts, Shadow Assistant Minister for Communications and Cyber Security.
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need political leadership. Australian cyber 
security needs political leadership within 
government to set priorities, lead change and 
improve accountability. Australian cyber 
security also needs political leadership 
outside of government to speak directly 
to Australians in the media and in the 
community about the InfoSec challenges the 
nation is facing, and to bring together the 
diverse members of the InfoSec community 
as we confront these shared challenges.

It’s not just me saying this. Far from it. 
In the public submissions to the new Cyber 
Security Strategy, you’ll find the same 
arguments over and over again.

Deakin University, for example, is 
arguing for a ‘minister dedicated to cyber 
security rather than a shared portfolio. It 
also signals to the market the importance 
of cyber security and enables a minister 
to focus on key priorities’. Meanwhile, 
Lockheed Martin complains of a ‘fragmented 
approach that is often contradictory, 
incomplete, and not cohesive’, and 
VeroGuard Systems observes that ‘currently, 
there is no evidence that a government, 
association or organisation is responsible 
for managing cyber risks in the economy’.

Microsoft wrote in its submission that 
‘the government should consider whether 
the existing governance arrangements are 
ensuring that cyber functions performed by 

the Australian Government are collaborative 
and coordinated… One possible improvement 
could be to have a single coordinating 
minister and/or a coordinating executive 
with oversight across all cyber functions’.

We’ve seen the same argument made 
internationally. The United Kingdom’s 
Joint Committee on the National Security 
Strategy considered a similar question in the 
UK context in 2018, and concluded, ‘There 
is little evidence to suggest a “controlling 
mind” at the centre of government, driving 
change consistently across the many 
departments... involved. Unless this is 
addressed, the government’s efforts will 
likely remain long on aspiration and short on 
delivery. We therefore urge the government 
to appoint a single Cabinet Office Minister 
who is charged with delivering improved 
cyber resilience across the United Kingdom’s 
critical national infrastructure’.

In 2018, Alastair MacGibbon said that the 
greatest existential threat we face today is a 
catastrophic failure of our cyber security. It’s 
not hard to see why. Yet, there is no person 
in the Morrison Government who has this as 
their sole day job.

Reform is important. Fresh policies 
are important. But for them to matter – 
for them to be properly and coherently 
implemented – we need a dedicated 
minister. It’s long overdue. •
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Cyber security in the 
time of COVID-19
BY DR SUELETTE DREYFUS, SCHOOL OF COMPUTING AND INFORMATION SYSTEMS,  
THE UNIVERSITY OF MELBOURNE 

As organisations shepherd entire office buildings of employees out the door to work from their 
homes in response to the COVID-19 crisis, cyber security is taking on a new urgency. 

N
ever before has there been such 
a rapid migration en masse from 
formal office environments to 
home workspaces. 

IT departments have, in many 
cases, been given impossibly short deadlines 
to cater to this. Slow reactions and poor 
leadership from some governments have led 
to pandemic panics of all sorts, and the result 
is that IT departments around the globe are 
scrambling to ‘make this all work by Monday’. 

As if rapidly building the infrastructure 
to ‘recreate the office’ in each staff 
member’s unique home environment wasn’t 
complicated enough, IT security teams 
have to figure out how to defend, from the 
outset, this complex and decentralised new 
work environment. 

Picture an employee copying company 
data on his 16-year-old son’s spare laptop as 
a workaround to some barrier, in order to 
participate in a work conference call and 
group work session. What could possibly 
go wrong?

Building in security by design in the new 
work-from-home set-up isn’t easy in these 
time frames, but it’s incredibly important. 
Everyone is on a steep learning curve. By the 
end of this pandemic, IT security teams may 
have developed new skills in flexibility and 
end-user empathy – a positive thing for the 
future of IT security in organisations. But it’s 
going to be a bumpy road to get there.

Many employees may only be comfortable 
or productive working in certain ways 
from home. COVID-19 cyber security could 

become an experiment in commoditised 
customisation at scale. The following are 
some key messages.

IT managers, as much as possible, shape 
the cyber security around the user’s tasks, 
not the other way around 
Cyber security works better in the real world 
when it is designed and shaped around the 
way end users actually work, not when simply 
imposed from a long list of repeating ‘no, 
you can’t do that’. Not surprisingly, if cyber 
security gets in the way of people doing 
things they want to, they find workarounds. 
And, as we know, workarounds can trigger 
risky behaviour.

The principle of least privilege is to give 
end users only what they need to do their 
jobs. ‘Only’ is enough – but only if you 
understand their jobs in the new entirely 
working-from-home world.

The end user thinks cyber security ‘gets in 
the way’
Hospitals provide a good window into the 
thinking of end users about this. Medical 
staff view their mission as saving patients’ 
lives and providing high-quality care. If 
cyber security rules get in the way of that, 
then they’re going to do what it takes to 
carry out their mission regardless. In a 
world of patients laying sick on gurneys in 
overcrowded emergency department (ED) 
hallways, doctors are not going to have two-
factor authentication (2FA) very high on their 
priority lists. 
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We’re about to enter a period where things 
move very fast inside hospitals and clinics. 
Predictions are that the healthcare system 
will be swamped. Our own research team’s 
study shows that ED doctors conduct, on 
average, 100 tasks an hour under normal 
circumstances1, but these are probably not 
going to be normal circumstances. Cyber 
security measures cannot slow medical staff 
down, or people may die.

Yet, hospitals have experienced attack 
after attack, including recent ransomware 
assaults that took out regional health services 
in Victoria in late 2019. The Victorian Auditor-
General pointed out the serious risks in the 
hospital system.2 

Figuring out how to balance these 
competing interests means that those in IT 
security need to pause to examine, even 
briefly, how people go about their work in an 
average day. It’s not just about customisation 
to home-work settings; it’s about problem-
solving how people’s work is going to evolve 
over time in those settings. And it’s unlikely 
to be a one-size-fits-all solution.

That’s time-consuming, but there can be 
a high pay-off in more successful end-user 
adoption. Fewer attempted workarounds 
means less risk of a breach to clean up in the 
middle of a pandemic, when physical access to 
devices may be difficult.

Enter cheerful cyber security
Human factors in cyber security matter 
because human error plays a major role in 
exposing organisations to risk. Taking the 
end user on the journey on security upgrades 
is more likely to get buy-in. 

One of the most obnoxious things the 
end user can experience is a command, via 
a heavy-handed email, to implement some 
security upgrade in short order – ‘or you will 
be cut off’. Astonishingly, this still happens. 
There are better ways to go about this.

Employ teachers, journalists, science 
communicators – those who can explain 
why the extra hassle is needed and can make 
transitions much easier. An employee who 
understands what happened to Maersk3 will 
be more inclined to take the extra time and 
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effort. Bespoke walk-throughs for untangling 
a frustrated end user’s knots can shift a 
negative employee to an accepting one. A 
smile, patience and empathy really matter for 
problem-solving in times of high stress.

Software developers should also turn 
on automatic updates as the default setting 
when shipped. Imagine if all software 
automatically updated unless the end user 
manually turned it off from doing so. This 
simple standardised action by developers 
could change the IT security landscape 
quickly and effectively. Some software does 
this, but not all.

Developers can still give end users the 
same level of micro controls for if, when 
and how much to update. Some end users 
will likely want the flexibility to turn 
off automatic updates, or be asked for 
permission to update each time, and there’s 
nothing wrong with that. But the COVID-19 
virus environment isn’t the only place we 
need herd immunity. 

Cyber handwashing
The public is getting the message loud and 
clear from public health officials that hand 
cleaning is vital to stopping the spread of 
COVID-19. As such, hand sanitiser has sold out 
everywhere. The IT security industry could 

easily leverage off this theme to educate the 
new army of workers from home that cyber 
hygiene is also important. Some in the industry 
worry that this term trivialises the risk, but 
like fighting a pandemic, basic steps can let 
us #FlattenTheCurve so IT defenders aren’t 
overwhelmed. It’s a concept that employees are 
probably ready for and would embrace.

A key factor here is that organisations 
must give staff the paid time needed to 
adapt and learn how to use new security 
requirements for end users. Too often, 
this training can be seen as an imposition 
because the staff member’s other work is not 
reduced. Small lessons, in bite-size chunks, 
may work best.

In summary, cyber security must not 
make people’s lives harder and must be as 
automated as possible.

IT workers are vital to keeping the 
economy afloat and supply chains and 
functioning during this pandemic, and 
resourcing them properly in the coming 
months is a winning strategy. •
References

1  https://people.eng.unimelb.edu.au/reevaml/One%20
Hundred%20tasks%20an%20Hour.pdf

2  https://www.audit.vic.gov.au/report/security-patients-
hospital-data?section= 

3  https://www.wired.com/story/notpetya-cyberattack-
ukraine-russia-code-crashed-the-world/
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Neil Campbell (NC): What InfoSec 
initiatives have you put in place that are 
proving valuable right now?
Nigel Hedges (NH): Shoring up security 
operations, with the idea of improving 
the mean time for incident detection and 
response issues, was a driver for me. Also, 
the implementation of an identity and access 
management program. Another was to adopt 
software as a service (SaaS)–based security 
management tools with quick set up times 
and low levels of involvement. That has really 
benefited CPA Australia. We have been able 
to pivot quickly to remote working, and our 
key security solutions can provide richer 
security data via the internet.

NC: What have been your main challenges 
with staff working from home?
NH: We’ve been a consumer of infrastructure 
as a service for some time now to meet the 
needs of members. As early as July last year, 
we had implemented SaaS security controls; 
however, with this sudden requirement for 
securing remote workers coming so quickly, 
we had a fast shift in some areas, including 
our customer experience staff using call 
management software and working remotely. 

Virtual private networks (VPNs) have a latency 
impact, so you have to think about voice quality.

NC: When you have so many people 
working remotely, your VPN’s quality may 
degrade, and you may make a risk-based 
decision that not all traffic needs to go 
back via the VPN. Was that a challenge you 
faced?
NH: We are using a split tunnel VPN along 
with a low-touch, cloud-based hygiene 
solution to farm that data over, so it is still 
protected. That way we are still able to 
receive security telemetry from the remote 
environment when people are using the 
internet, including SaaS applications outside 
the VPN.

NC: I have heard you say that identity is 
the new perimeter. How does that work?
NH: Regardless of the device, gateway or 
firewall, I want to know who is using it or 
traversing it. Based on that identity, we can 
bring all the security information together 
and make informed decisions.

NC: How does your central security 
solution keep track of everything?
NH: There is a certain reality that integration 
with all these different platforms is not 
possible for one solution to be able to get that 
information and interpret it in a rich way in 
all cases. For me, using a security-monitoring 
platform that has a rich plug-in ecosystem 
is really important. One of the tasks I do 
frequently is checking the plug-ins of Rapid7’s 
security information and event management 
(SIEM) to see what new integrations have 
been added so that I can create a richer 
dataset from which to detect unusual 
activity. Having multi-factor authentication 
technology, also integrated to the SIEM, is 
integral to enabling remote working while 
minimising risk. •

This article is an extract. For the full 
conversation, visit rapid7.com/c/ANZIDR.

Keeping a security mindset
Neil Campbell, Vice President for Asia-Pacific at Rapid7, recently talked with Nigel Hedges, Head 
of Information Security for CPA Australia, about keeping a security mindset in this current market. 

Neil Campbell

Nigel Hedges
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Consumer 
Data Right
With three months to 
go, are you ready?
BY DAVID BRAUE

Looming open data requirements put new security burdens on fi nancial services companies, but 
CDR’s security and data-management model off ers lessons for everyone.
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D
ata governance is hard – but as a 
major new consumer data regime 
nears its 1 July commencement 
date, you nonetheless need to 
make sure your data governance 

and security policies are well under control.
The Australian Competition and 

Consumer Commission’s (ACCC’s) role in 
coordinating Consumer Data Right (CDR) 
legislation highlights its intended role as a 
catalyst for competition, forcing companies 
to standardise their product descriptions 
and give consumers access to their data to 
facilitate comparison shopping.

From 1 July, the big four banks will be 
required to give consumers access to credit 
and debit card, and deposit and transaction 
account data through a secure CDR portal. 
Mortgage and personal loan data will 
follow from the beginning of November. 
Consumers can appoint third parties, such 
as brokers and financial advisers, to access 
data on their behalf.

Smaller approved deposit-taking institutions 
(ADIs) will follow suit from 1 July 2021, by which 
time the ACCC will have ramped up efforts 
to extend the regime to energy providers. 
Telecommunications companies will be the next 
target, with other industries certain to follow if 
CDR delivers the pro-consumer outcomes the 
government wants.

CDR has evolved over several years, with 
enabling legislation only passed in mid 2019 
and formal rules about its operation finalised 
at the beginning of this year. Early tests of 
data exchange involved the big four banks 
and nine other entities, which were chosen as 
data recipients to refine the CDR ecosystem.

The CDR regime is ‘a complex but 
fundamental competition and consumer 
reform, and we are committed to delivering it 
only after we are confident that the system is 
resilient, user-friendly, and properly tested’, 
according to ACCC Commissioner Sarah Court.

‘Robust privacy protection and 
information security are core features 
of the CDR, and establishing appropriate 
regulatory settings and IT infrastructure 
cannot be rushed.’

The organisation gets in the way
For technology and security professionals 
working in financial services, the 
introduction of CDR poses very real issues 
around data governance – which has, to date, 

often been haphazard or even absent in fast-
growing, data-hungry organisations.

MicroStrategy’s recent Global State 
of Enterprise Analytics 2020 report 
highlights the ongoing problems with data 
governance. Data privacy and security 
concerns are cited by 43 per cent of 
respondents as the key challenge around 
better use of data and analytics.

Other key issues include limited access to 
data and analytics across the organisation 
(29 per cent), lack of the proper technology 
(21 per cent), and lack of a centralised tool 
within the organisation for capturing and 
analysing data (21 per cent).

Each of these is an obstacle for better 
access and management of corporate data 
– and, in turn, is a significant blocker for 
execution of the data governance that an 
open-data regime like CDR requires.

This translates into relatively 
deficient data governance ratings, with 
just 38 per cent of survey respondents 
saying that over half of their data was 
governed. The survey also identifies a 
‘divide between the data-privileged and 
insights-rich, and the data-deprived and 
insights-starved’, with executives enjoying 
good data visibility that operational staff 
struggle to match.

In a CDR environment, such internal 
barriers are no longer acceptable: the point 
of the exercise is to give consumers access 
to all of their relevant data, with failure to 
do so potentially punishable by sizeable 
financial penalties.

Complying with the legislation introduces 
complexities of its own. Many organisations, 
after all, will struggle to meet CDR-related 
privacy expectations around the creation 
of a culture of privacy; appointing a 
senior manager to lead a CDR strategy; 
implementing appropriate reporting 
processes; gaining and managing informed 
and express consent from consumers via a 
suitable dashboard; security governance; 
management and reporting of security 
incidents; and destruction or de-identification 
of CDR data when it’s no longer needed.

Securing the CDR
While the rules governing CDR are relatively 
clear, meeting their requirements demands 
adoption of technical standards that have 
been developed by CSIRO data arm Data61, 
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which has been appointed as the Data 
Standards Body (DSB) for the CDR regime.

Version 1.2.0 of those standards, which 
are called the Consumer Data Standards 
(CDS), has been held to be the ‘binding 
baseline of the CDR regime’. As such, every 
technology and security manager – even 
those in other industries where data 
management is essential, if not legally 
mandated – should make themselves 
familiar with the guidelines.

Those guidelines revolve around eight 
technical principles and four ‘outcome 
principles’ – the first of which notes that 
‘security of customer data is a first order 
outcome’ that must be delivered by the CDR 
application programming interfaces (APIs).

‘The API definitions will consider and 
incorporate the need for a high degree 
of security to protect customer data,’ the 
principle says. ‘This includes the risk 
of technical breach but also additional 
concerns of inadvertent data leakage 
through overly broad data payloads  
and scopes.’

Affected organisations must also apply 
with Office of the Australian Information 
Commissioner (OAIC)–mandated privacy 
safeguards designed to prevent the 
inadvertent compromise of personal data – 
adding even more onus on security managers 
that may find their data-management 
environment completely inadequate for the 
demands of the CDR regime.

A formal security profile, included within 
the CDS definition, builds on standards, 
including the Financial-grade API Read 
Write Profile (FAPI-RW) and standards 
relating to OpenID Connect 1.0 (OIDC). This 
includes mechanisms for securing the 
federation of data exchange among multiple 
system entities, including data holders, 
data recipients, authorising customers, and 
a register of these parties supported and 
maintained by the ACCC.

That register incorporates a number 
of security practices – and associated 
technologies – including management of 
identities and access, management and 
revocation of digital certificates, and the 
publishing of APIs and web interfaces to 
enable CDR participants to query metadata 
across registered entities.

Other security mechanisms address 
issues like authentication flows, consent 
mechanisms, transaction security, encryption 
standards, levels of assurance, and more.

Taking data to the next level
CDR compliance, then, requires much more than 
simply installing a product. Its complexity is 
part of the reason that CDR’s go-live date, which 
was originally set for late 2019, has been pushed 
back twice – and why many organisations will 
struggle to achieve compliance.

Yet, even as they push towards the finish 
line, companies must be on notice for further 
changes. A current Treasury inquiry is 
exploring potential next steps for the CDR 
legislation and framework – including 
a potential ‘write’ capability that could 
empower agents to create bank accounts, 
organise payments and change products on 
customers’ behalf.

Such changes obviously carry significant 
additional security risks – demanding 
ongoing compliance with evolving technical 
standards, as well as changing design and 
functional expectations.

‘Although undertaking such a further 
review in 2020 may be considered to be 
premature, it indicates the importance 
the government places on CDR, and the 
benefits it may bring to Australians and 
the Australian economy,’ Holding Redlich 
Partner Angela Flannery and Senior 
Associate Sarah Cass wrote in a recent 
analysis of CDR developments.

‘Even businesses in sectors that are 
outside those targeted for CDR in the short 

MicroStrategy’s recent Global State of Enterprise Analytics 
2020 report highlights the ongoing problems with data 
governance. Data privacy and security concerns are cited 
by 43 per cent of respondents as the key challenge around 
better use of data and analytics
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term should already be considering how 
they may benefit (and help their customers 
benefit) from CDR.’

Those benefits can be significant, 
according to a recent Enterprise Strategy 
Group and Splunk survey of 1350 business 
and IT decision-makers, which confirms the 
importance of a mature data strategy.

Organisations with clear data-management 
policies report benefits that include better 
customer retention and time to market or 
manufacturing time, the survey found.

Australian organisations are at the front of 
the global pack, with 74 per cent saying that 
they have managed to reduce their volume of 
‘dark data’ – unknown and untapped data – 
over the past 12 months.

Within the financial services industry, 
89 per cent of firms agreed that the intelligent 
use of data analytics was becoming their 
only source of differentiation – and analysis 
showed that organisations with mature data 
policies were 10 times more likely to develop 
innovative products and services that turned 
into significant revenue earners.

For consumers, CDR will catalyse the 
creation of such innovation by freeing 
them from the artificially high burden of 
switching providers. For companies, that 
added competitive pressure will provide 
critical impetus for building a clear, secure 
data-management infrastructure to support 
those innovations.

Whatever your industry, discipline 
around better data management offers the 
promise of significant business improvement 
– particularly as exploding data creation 
sees data flooding onto cloud services that 
require different management strategies. The 
cleansing and organising of enterprise data is 
therefore a key priority.

This process also provides the 
opportunity to develop and enforce clear 
security guidelines around the management 
and access of data. By analysing how 
privacy and technical authorities have 
approached the challenge of CDR, you’ll be 
well positioned to ensure that your own 
organisation is taking on an approach that is 
as secure as possible. •
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T
he Internet of Things (IoT) is one 
of the key digital transformation 
technologies and offers many 
opportunities for businesses. 

Australian agriculture 
technology (agtech) company The Yield is 
using sensors to give oyster farmers early 
warnings of changing water conditions 
via their mobile device. This technology 
assists 300 oyster growers to better navigate 
environmental changes.

Rio Tinto’s autonomous heavy-haul train 
in Western Australia’s Pilbara region uses 
data from connected sensors and artificial 
intelligence (AI) to guide the way the train is 
driven, delivering product to the port nearly 
20 per cent faster than a manned train.

According to the Internet of Things 
Alliance Australia (IoTAA), at the end of 2018 
there were 10 billion IoT devices in operation 
globally. That is tipped to reach 20 billion 
by 2022 and more than 60 billion by 2025. 
Technology analyst Telsyte predicts that 
the average Australian household will have 
37 IoT devices by 2023. 

‘If policymakers and businesses get it 
right, linking the physical and digital worlds 
could generate up to US$11.1 trillion a year 
in economic value by 2025,’ according to 
management consultants McKinsey & Co.

There are, however, risks involved in 
connecting real-world objects to smart 
devices. Without proper security and 

governance, each of those connections is a 
potential backdoor for attack.

What if we get it wrong?
There is mounting evidence to suggest that in 
the race to transform, some organisations are 
downplaying, not appreciating, or are even 
unaware of the cyber risks that can arise 
from connecting physical equipment to the 
internet, which links operational technology 
with information technology.

Retired Major General Patricia Frost 
is the Washington DC–based Director of 
Cyber at Partners in Performance, a global 
management consulting firm. She has 32 years’ 
experience in the military and was, until 2016, 
Director of Cyber, Electronic Warfare and 
Information Operations for the US Army.

Frost notes that many of the industrial 
systems used to manage utilities, water 
purification, gas and steam turbines are 
legacy systems. They are built standalone, 
often using supervisory control and data 
acquisition (SCADA), which, although not 
immune to cyber attacks, have been somewhat 
protected by the air gap between them and 
the internet. There is now a race to connect 
these legacy systems to modern information 
technology networks over the internet.

‘That is creating a new attack surface and 
vulnerability,’ says Frost. ‘Systems in the 
past were literally separated and isolated 
in air gap networks. My concern is that 

With digital transformation comes risk: 

 Is your board 
 prepared? 
CONTENT PROVIDED BY THE AUSTRALIAN INSTITUTE OF COMPANY DIRECTORS

Digital transformation is alluring. It’s an opportunity to use computers to streamline operations, 
connect physical infrastructure to the internet, collect data in real time, optimise operations and 
improve productivity and performance. But is your organisation ready?
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we are rushing to digital transformation 
without truly understanding the operational 
risk based on threats the business is now 
exposed to.’ 

This stretches from criminal ‘hacktivists’ 
to nation-state attacks.

Boards must understand and assess the risk
Frost warns that boards need to understand 
what equipment is being connected to which 
networks – and for what purpose – and 
they also need to assure themselves that the 
organisation is properly prepared to deal 
with a cyber attack. She says that boards 
should make serious assessments.

‘Ask, where does the value of the business 
sit? What are our most critical assets? 
And then overlay the digital domain and 
connections between the IoT and business 
information network,’ she suggests. ‘Why are 
we making certain connections? Is that truly 
of value to the business? Or is it just ease of 
access? In some cases, technology has made 
us a little lazy. We want the data now, even 
though it’s not bringing much value to us.’

Certainly, there is enthusiasm to connect 
the physical and the digital. Extrapolating 
McKinsey & Co research through to 2025, 
IoTAA CEO Frank Zeichner estimates that 
IoT can deliver an economic kicker to the 
local economy worth up to $116 billion and a 
two per cent hike in national productivity. 
This is not to be sneezed at.

Belinda Cooney GAICD, Chief Financial 
Officer of Interactive – an Australian IT 
services provider – and Non-Executive 
Director of the 86 400 neobank, believes that 
while directors have not been blindsided 
by the integration of IT and operational 
technology, the pace at which it has 
proceeded has caught some unawares.

Cyber security questions for directors  
and CEOs
‘When I think about security and risk as a 
director, it is very hard to decouple IT risk 
from operational technology because you 
have people using the systems,’ says Cooney. 
‘You can’t think of them as isolated things. 
When asking questions at the board level, 
a lot of people think cyber risk is mitigated 
by doing a penetration test to figure out if 
anything has happened. In my experience, 
it is a lot more than that. You need to extend 
your line of questioning. Who is using 
the system and what is the access to our 
physical environment?’

Directors need to consider how 
decisions are being made about 
connecting the digital and the physical. 
‘Who is responsible and accountable?’ 
asks Frost. ‘The governance may need to 
change in companies when connections 
are made in the digital domain that could 
bring a detrimental operational risk to  
the company.’
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Below are five questions boards and 
management should be discussing when it 
comes to cyber risk.
1. How is our executive leadership informed 

– through our systems, processes and 
governance – about the current level 
and business impact of cyber risks to the 
organisation?

2. What is the current level and 
business impact of cyber risks to the 
organisation? What is our plan to 
address identified risks?

3. How does our cyber security program 
apply industry standards and best 
practices?

4. How many and what types of cyber 
incidents do we detect in a normal week? 
What is the threshold for notifying the 
executive leadership?

5. How comprehensive is our cyber incident 
response plan? How often is it tested? 
What is the role that board directors play, 
and are they included in annual exercises?

Establishing a culture of effective data  
and privacy governance 
Besides good oversight of the cyber risks 
associated with data and operational 
technologies, Cooney says directors must 

ensure that organisational culture provides 
‘enough psychological safety for people to 
speak up if they see something funny, [and] 
report it if it’s not quite right’.

The time and focus a board dedicates to 
data and privacy governance will depend 
on things such as the organisation’s size, the 
quantity and quality of its data holdings, 
industry, risk appetite and history, and its 
strategic direction. The basic steps, however, 
are the same.

1. Foster a culture that values data  
and privacy
Have the values and risk appetite 
underpinning data handling been 
established and communicated throughout 
the organisation? Is the organisation 
appropriately equipped and resourced to 
embed the right culture into its people, 
systems and processes? What channels does 
the board use to ensure that it knows how 
data handling is occurring ‘on the ground’?

2. Futureproof the board
How do new data-driven business models and 
value chains enhance, or threaten, what the 
organisation is doing? What new technologies 
can be deployed to enable the organisation to 
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do more with, and to protect, its data assets? 
What new laws must the organisation adhere 
to, and what frameworks, standards and 
guidelines should the organisation take heed 
of? Amid all the change, what are the attitudes 
and mindsets of individuals, stakeholders, 
regulators and lawmakers?

3. Appoint key personnel and hold them 
accountable
Does the organisation have key data, and 
privacy roles and responsibilities at the 
operational and leadership levels? How 
should resources and staff be allocated in 
terms of compliance (protecting data) and 
performance (leveraging data) functions? 
What are the reporting requirements and 
key performance indicators?

4. Enhance privacy and security resilience
How ready is the board and executive 
team to deal with a data-related crisis? 
How can the board improve its resilience 
capabilities, such as change readiness and 
incident management? Are privacy and 
security risks accounted for throughout the 
organisation and in project development? 
How are third-party relationships managed, 
secured and assured?

5. Focus on your stakeholders
Does the board consider a wide range of 
stakeholder perspectives when making 
decisions about data? Is stakeholder-care 
a key value? Does this align with actual 
practice and is it communicated externally? 
What should the organisation do, or stop 
doing, to enhance stakeholder trust?

To help directors promote a good 
data and privacy culture within their 
organisations, the Australian Information 
Security Association (AISA) recently joined 
forces with the Australian Institute of 
Company Directors to publish a practical 
boardroom guide, titled Data and Privacy 
Governance.1 The guide highlights 
current privacy compliance obligations 
impacting boards in Australia and outlines 
a performance framework for how an 
organisation might use and manage data as 
a key asset. 

Directors can access this guide at  
https://aicd.companydirectors.com.au/
membership/membership-update/data-and-
privacy-governance-director-tool. •

1  Australian Information Security Association and 
Australian Institute of Company Directors, 2019, 
Data and Privacy Governance, Australian Institute of 
Company Directors Director Tool 
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IN 2019, YMCA NSW was hit 
with a ransomware attack that 
encrypted its operating system. 
Instead of paying the ransom, 
board and management made 
a quick decision that helped the 
organisation take back control.1

It took YMCA NSW 20 days to 
recover from the ransomware 
cyber attack that crippled its 
computer systems in August 
2019. The not-for-profit youth 
organisation has a $70-million-
per-year turnover, serves more 
than 40 communities and 
employs more than 2000 
people. Its services include 
gymnastics classes, swimming 
lessons, camping, out-of-
school-hours centres, and 
youth and community services. 
If the cyber attack had forced 
the organisation to close its 
doors, around 15,000 families 
in New South Wales would have 
been affected.

There’s never a good time 
for a cyber attack, and for the 
YMCA, August was particularly 
challenging. Chair Richard 
Hughes and CEO Susannah 
Le Bron were in London 
for a global conference of 
the international YGroup (to 
which all international YMCAs 
belong), Deputy Chair Shirley 
Chowdhary was in Arnhem 

1  Extracted from ‘Quick board 
response could save your 
organisation during a ransomware 
attack’, Company Director, March 
2020, Australian Institute of 
Company Directors 

Land attending the Garma 
Festival of Traditional Cultures, 
and the organisation was 
between IT managers with a 
contractor running the show.

Reflecting on the attack, 
Chowdhary, who was Acting 
Chair at the time, notes: ‘In 
the not-for-profit world, there 
is an assumption you won’t 
be targeted by cyber security 
attacks. It crippled us for 
three weeks’.

The Y NSW, as it’s been 
rebranded, is a sizeable 
organisation, but as a not-for-
profit it had considered itself an 
unlikely target of cyber attack. 
Nevertheless, it had decent 
systems hygiene, made regular 
backups, and was planning to 
move key systems to the cloud. 
The board had addressed the 
issue of cyber risk directly 
through its Risk, Audit and 
Finance Committee, and had 
recommended taking out 
cyber insurance earlier in 2019.

The Y NSW also had 
disaster recovery and business 
continuity plans, and, following 
the Royal Commission into 
Institutional Responses to 
Child Sexual Abuse, had 
developed a critical incident 
response plan it was able to 
use. Although this plan did not 
directly address a cyber attack, 
the board from the outset 
determined that, in alignment 
with organisational values, 
ransom would never be paid.

Chowdhary had worked 
previously with technology 
services business Servian 
and called one of its partners 
for advice. The YMCA 
board and executive team 
expedited communications 
and decision-making. They 
met daily from the Monday, 
with critical incident team 
meetings held every morning 
and afternoon. Chowdhary 
dialled into board meetings 
from Arnhem Land, while 
Hughes and Le Bron called in 
from London.

According to Andrew 
Gemmell, Head of Cyber 
security at Servian, this rapid 
and clear engagement of 
the board was critical. ‘One 
of the keys to the success of 
this was just how strong the 
inside communications were,’ 
says Gemmell. ‘There were 
regular board meetings and 
[the directors] made sure they 
were available and aware to 
make decisions very quickly.’

Chowdhary quickly  
posted a letter detailing 
the attack on the website. 
Although no personal 
information was compromised 
or lost, the YMCA used social 
media to keep stakeholders 
fully informed.

Chief Operating Officer 
Lisa Giacomelli strove for 
transparency. ‘I kept sending 
emails to keep a clear paper 
trail so that every aspect of our 

CASE STUDY:

YMCA NSW
How a quick board response helped an organisation during a ransomware attack.
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management of the incident 
was documented,’ she says.

Gemmel adds, ‘Directors 
made sure they were available 
and aware to make decisions 
very quickly’.

The Y staff had to work 
on personal computers and 
devices, and some had to 
work from home, all working 
round the clock to rebuild 
systems and operate the Y’s 
extensive businesses manually.

Chief Financial Officer 
Jenny Woodward says 
that since the attack, the 
organisation has refreshed its 
disaster recovery and business 
continuity plans, ensuring 
that copies are printed and 
stored offsite; implemented an 
information security charter; 
boosted cyber education for 
staff and IT professionals; 
invested in systems monitoring 
and event detection services; 
and now has a three-year IT 
strategy and a road map that 
emphasises security.

Servian worked with the Y 
staff to ensure that systems 
were restored in order of 
criticality. According to 
Chowdhary, ‘There was a 
business opportunity loss, 
business continuity issues... 
[and] a whole host of 
compliance issues. The main 
lesson is that cyber security 
attacks can happen to anyone’.

Cases such as these are a 
reminder for directors to be 
proactive with data security, says 
Scott McKean, Chief Security 
Officer of IT firm Interactive. 
‘Board members should ask 
about the effectiveness of 
their incident response plan: 
how quickly the business can 
detect and respond to an 
incident, what the implications 
and potential damage from 
any breach are, and what level 
of cyber insurance or other 
contingencies are in place.’ •

Lessons for organisations
 — Engage in cyber security 

education for all staff and 
IT professionals.

 — Assess the configuration 
of the network for 
potential weaknesses.

 — Invest in modern cyber 
security technology, 
including monitoring and 
event detection services 
designed to arrest the 
spread of a cyber attack.

 — Regularly revisit disaster 
recovery and business 
continuity plans, ensuring 
that contacts are current 
and printed copies of the 
plans are accessible offsite.

 — Identify executives  
who will be responsible  
for communicating  
with official bodies 
following a data breach  
or cyber attack.

Lessons for boards
 — Ensure that board members 

understand the risk of cyber 
attacks and their potential 
consequences.

 — Address cyber security 
explicitly in relevant board 
committees.

 — Review insurance cover 
regularly, including 
business continuity and 
specialist cyber insurance.

 — Seek regular cyber 
security updates from 
IT leadership regarding 
systems resilience and 
current risk landscapes.

 — Determine how the 
organisation could 
continue to meet its 
financial obligations and 
pay staff if computer 
systems access was 
restricted for a significant 
period of time. •
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I
n this pandemic era of COVID-19, we have 
all become even more aware that cyber isn’t 
merely a technology issue, but a strategic 

business and personal risk that is impacting 
every facet of our lives.

As every aspect of our world becomes 
even more connected – highlighted currently 
by the flight to home-based working – latent 
cyber threats are exponentially growing in 

number and 
complexity.

Cyber had 
already moved 
beyond the 
organisation’s 
walls and 
information 
technology 
environment 
into the 
products 
themselves 
and the spaces 
where experts 
conceived 
them, and 
customers use 
them. Now, we 

are evermore conscious that cyber is in our 
homes and our lives, and know that it is time 
to embrace cyber everywhere.

This is no longer a slogan, but the trigger 
for organisations and the people within them 
to align their priorities and work together 
to embrace the fact that cyber is everyone’s 
responsibility.

As an acknowledged leader1 in Asia-Pacific 
professional security services, Deloitte was 
evaluated against 17 other major vendors in 
the Asia-Pacific region.

With an extensive list of scoring 
criteria and parameters – including the 
comprehensiveness of its offerings, portfolio 
benefits delivered, market execution, 

1 IDC MarketScape: Asia/Pacific Professional Security 
Services – Advisory, Assessment and Awareness 2020 
Vendor Assessment (doc #AP45547920, February 2020)

service delivery, and customer experience 
and satisfaction – the professional services 
firm announced that the founders and 50  
team members from Australian security 
architecture specialist Zimbani were joining 
the firm from April, flagging its intention to 
build on that recognition in a big way.

Due to its speedy growth, Zimbani came 
to the notice of Deloitte’s Technology Fast 
50 in 2017, following its founding five years 
earlier, and, in 2018, was recognised by the 
Australian Financial Review Fast 100 and 
CRN Fast50.

Deloitte’s CEO, Richard Deutsch, explains 
that as cybercrime is regularly listed as 
one of the major business risks globally, ‘It 
is critical that businesses are on the front 
foot, anticipating, monitoring and managing 
the threats and key risk events in real time’. 
He adds. ‘Deloitte sees cyber-readiness and 
resilience as a key enabler for our clients, 
hence investing accordingly’.

Deloitte Australia Cyber Leader Ian 
Blatchford adds that Zimbani’s focus on 
security architecture and engineering 
‘makes us one of only a handful of providers 
in Australia capable of operating at scale, 
adding to our previous deals in the region as 
part of our significant investment in Asia’.

Deloitte Asia Pacific Cyber Leader James 
Nunn-Price elaborates, pointing out that 
across the region, Deloitte has recently 
invested in Singapore, bringing in Practical 
Smarts to the firm, as well as SecurePath in 
Malaysia and Code QB in Thailand, in order 
to ‘hyperscale our cyber business to ensure 
we deliver superior cyber expertise to our 
clients at a time of unprecedented demand’.

By adding this strength to its 17,000-plus 
cyber practitioners worldwide and across its 
125 offices – which include Australia, China, 
India, Japan, Korea, New Zealand, South-East 
Asia and Taiwan – Deloitte brings more than 
26 years’ experience in providing cyber 
risk services to the region, enhancing the 
work of its 30-plus unique Cyber Intelligence 
Centres worldwide. •

Embracing cyber’s  
modern age
Deloitte boosts its cyber practice to meet the cyber-is-everywhere demand.
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Startup success as 
Aussies go global
Cyber Today shines a light on one cyber security company that is making big waves.
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D
atasec Solutions Pty Ltd is an 
IT security company based 
in Melbourne. The company 
develops, implements and 
supports cyber security and 

information management end-point solutions 
(Cryptix) with a view to solving critical 
security and compliance issues when 
organisations transmit private or business-
sensitive information.

The key to Cryptix is the modular nature 
of its design, which incorporates strong 
authentication (with business rules) and 
encryption. Each module is built on application 
programming interfaces (APIs) and can be 
integrated into any third-party application, 
whether it is hardware or software.

This design allows Cryptix to provide a 
value-add, fast-to-market solution for vendors 
looking to integrate these key security tools 
into their range of solutions.

One such vendor is HP through its print 
division, which is working closely with 
Datasec to build off device encryption 
(no data stored on the hard drive) and 
authentication solutions for its multifunction 
printers (MFPs).

The journey for Datasec started in 2012 
with the original concepts around the 
technology. Through the next few years, 
Datasec built out its product portfolio by 
including a secure file-sharing platform 
called Cryptix. In 2016, the company 
decided to modularise its technology 
and developed APIs around its three key 
pillars, which led to an opportunity with 
Samsung. A year later, Samsung Print 
was acquired by HP, which set in place the 
steps that have now led to Cryptix being 
imbedded globally within the HP ecosystem 
– with products already available for 
deployment via HP’s Workpath platform. 
Being involved in HP’s Workpath 
development program as a beta developer 
since 2017 has opened up myriad secondary 
opportunities for Datasec.

With the growing cyber security 
compliance landscape, organisations are now 
scrambling to integrate security modules 
into their solutions. By using Cryptix, they 
can get to market in a matter of weeks or 
months, at worst. This is very valuable to 
vendors like HP as it not only ticks the box 
for compliance, but it also gives them a big 
advantage over competitors.

Healthcare solutions
Datasec’s modular vision for Cryptix has 
extended into the healthcare industry, 
in conjunction with HP and US partner 
InTimeTec, to develop a device-based 
integrated electronic medical record 
(EMR) solution for streamlining patient-
centric data capture and integration into 
hospital EMRs.

Cryptix EMR will improve patient 
data security in protecting personal 
health information in accordance with 
key industry standards, like the US 
HIPAA (Health Insurance Portability and 
Accountability Act of 1996), while also 
meeting compliance in Australia (Australian 
Privacy Principles) and Europe (General 
Data Protection Regulation – GDPR).

Key lessons
The journey, however, hasn’t been easy, 
and there are many lessons from Datasec’s 
history. The following are the key takeaways.

 — Think global, not local. Having a global 
view opens up the business to much 
broader opportunities. In cyber 
security, foreign markets are often more 
mature and more open to investing in 
innovative technology.

 — Capital raising. It’s tough to raise 
investment for startups in Australia, but 
having a bigger-picture view also opens 
the business up to foreign investment.

 — Partner. It’s difficult to do it alone at the 
best of times, but in the startup world, 
doing so can be very taxing mentally, 
physically and financially. Identifying 
and engaging with key partners, who 
understand products and benefits, can 
assist startups in getting to market more 
rapidly, and can provide a simpler path 
to success.

Datasec’s modular vision for Cryptix has 
extended into the healthcare industry, 
in conjunction with HP and US partner 
InTimeTec, to develop a device-based 
integrated electronic medical record (EMR) 
solution for streamlining patient-centric data 
capture and integration into hospital EMRs
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— Be patient. Developing technology and 
commercialising always takes longer than 
expected. Push hard but be patient and 
realistic on time frames. Make sure you 
are adequately funded for the long term.

— Get the team right. Make sure 
your technical and commercial 
teams are strong and experienced. 
Understanding a market and 
commercial viability up-front is as 
important as developing the product.

— Don’t be afraid to seek advice. There are 
plenty of people that have been there 
before; getting the right advice and 
assistance can be crucial in navigating a 
complex business community.

Government engagement
The Australian governments (both at the 
federal and state levels) have some good 
programs in place to support Australian 
startups, specifi cally via Austrade (i.e., its 
Landing Pads program in which Datasec 
participated in 2019) and AustCyber (i.e., 
its trade missions and delegations in which 
Datasec participated in 2018, 2019 and 2020) in 
the security space; however, there is always 
scope for improvement.

From Datasec’s learnings, assistance in 
the following areas would benefi t the cyber 
startup community as a whole.
— More consistency and flexibility 

across the Research and Development 
Tax Incentive Scheme (i.e., quarterly 
payment options to assist with cash 
flow), Export Marketing Development 
Grants (EMDG), and government grants 
and approvals.

— Support via government procurement. 
Government purchasing locally 
developed technologies or participating 
in proof of concepts (POCs) for new 
products helps to attract new customers 
and venture capital (VC). Currently, 
startups fall outside most government 
procurement processes, making it 
diffi  cult for government to engage early 
and reap the benefi ts.

— More government incentives for 
Australian and international investors to 
invest in Australian startups.

Where to next for Datasec?
Datasec’s vision is to have a strong sales 
presence in global markets with a dual 
product focus of integrated and standalone 
products. The vision is to have 100,000-plus 
active licences across the product suite 
by 2022.

Datasec is also in a great position to execute 
its go-to-market strategy and achieve the 
following short- and long-term objectives.
— Continue to develop the Cryptix hosted 

service in 2020 to incorporate new features 
as detailed in the technical road map.

— Complete and commercialise the Cryptix/
HP solution by late 2020.

— Open a US offi  ce in late 2020 or earlier for 
the hosted and integrated service market 
to support US-based distributors.

— Achieve 100,000 active users of the 
Datasec technology by 2022 or earlier. •

Management profiles

PAUL WAITE – Founder & Director
Waite is an entrepreneur who has been 
involved as a founding shareholder in 
three successful startups, including an 
ASX-listed company, with over 20 years 
of IT and security industry experience. 

A keen technologist, Waite is currently 
driving Datasec’s product development 
road map, incorporating biometrics, geo-
located data, homomorphic encryption 
and zero knowledge password proof 

modules with the view to further strengthen and enhance the 
Cryptix platform. 

CARL WOERNDLE – Commercial 
Director
Woerndle is an experienced CEO, 
manager, director, consultant and 
keynote speaker with a broad range 
of experience across the IT sector. 
Woerndle has experience across IT, 
risk, strategy, sales/marketing and 
management, and has worked with all 
levels of organisations across more than 
three decades of IT business ownership, 

management and consulting, having built a number of 
startups himself over his career. 

Through his 30 years of developing product and go-to-
market strategies, Woerndle has been assisting Australian 
startups to commercialise their products and streamline 
operations, which is how Woerndle and Waite came together. 

Woerndle now advises Datasec as Commercial Director and 
has helped to build and deliver its go-to-market strategy. •
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L
ateral movement combined with account 
switching is a tactic used by attackers 
to progressively move through your 

network, searching for targeted key data 
and assets. Modern attackers are well 
versed in your countermeasures and 
investigation techniques, and know full well 
that combination-type attacks make it far 
more difficult for you to detect and respond 
to them.

Without the advantage of machine 
learning, such tactics can be overlooked.

One problem with the manual methods 
of legacy tools is the signal-to-noise ratio 
your team must deal with. How do you know 
whether a user who just logged in remotely 
is actually at that location at this time? Or 
whether they have the privileges to access 
your customer database? How long would 
it take your team looking at their log files 
to determine the user’s name, machine and 
supervisor, and list the locations the user 
normally connects from, then stitch all of 
this data together to assess the validity of the 
user’s actions?

Legacy security information and event 
management (SIEM) systems will generate 
an alert based on a correlation rule (static 
rule) for each event, but without context, the 
system, as well as the analyst, does not know 
to tie the events together. This is what leads 
to inconsistent and incomplete responses, 
and can result in a situation where there is no 
containment or response, but rather a metric 
being met that shows two closed alerts.

Security teams need smart, data-enriched 
time lines with contextual insights to 
automatically surface attacks that involve 
lateral movement. This is where machine 
learning shines.

Let’s say you can ingest all the data from 
every log at a predictable cost based on 

the number of users – not volume of data 
– coupled with technology that constantly 
examines all the data collections, stitches it 
together, and then enriches it with additional 
data from other sources. 

The result is a smart time line, which 
stitches together both the normal and 
abnormal behaviour 
for every user, 
machine and asset 
on your network. 
It automatically 
baselines normal 
behaviour, so it 
becomes easy 
to detect the 
deviations. Using a 
pre-generated time 
line for every user 
and device provides 
insights you may 
never have been able 
to surface before.

Exabeam, through its Advanced Analytics 
UEBA solution, enables security analysts 
to complete this investigation in minutes, 
not days. •

Automating investigation: 
legacy tools versus 
machine learning
With the explosion of remote staff and accelerated adoption of cloud services, security teams have 
lost visibility into legitimate users versus adversaries moving laterally on the network.

What is your answer time?
— Who was the person involved?
— What was the asset involved?
— What happened before, during, after?
— Is it normal or not? 
— Has it happened before? 
— Why did the event happen? 
— What other accounts are involved? 
If you can’t answer these questions 
within a few minutes, what do you 
really have?

Smart time line in Exabeam Advanced Analytics

| Cyber TodayA 

PARTNER CONTENT

507286E_Exabeam I 2546.indd   1507286E_Exabeam I 2546.indd   1 22/4/20   4:49 pm22/4/20   4:49 pm

Cyber Today | 25 

PARTNER CONTENT



Cyber security 
entrepreneurs gear 
up to solve business 
problems with CyRise 
Aft er an exhaustive search throughout the Asia-Pacifi c region and a rigorous selection process, 
six new teams commenced the CyRise program in February 2020. Cyber Today profi les each. 
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BADOOK 
Protecting AI from bad data

What problem does it solve?
badook helps to protect artifi cial 
intelligence (AI) and machine 
learning (ML) models from their 
greatest weakness: bad data. 

As AI becomes more and more 
integrated into our businesses 
and our day-to-day lives, the 
quality of the data used to train, 
test and predict is becoming a 
huge concern. badook allows 
data scientists to automate 
data validation tasks as tests, 
preventing models from being 
trained on corrupted, biased or 
tampered data.

Who is badook?
badook was founded by Yaniv 
Rodenski and Yariv Triff on. 
Rodenski has been building ML 
systems since the early days of 
Hadoop, and is a published author 
and technical editor on big data 
systems. Triff on has more than 
18 years of experience in building 
and delivering soft ware, including 
almost four years at AMP as a 
technical lead.

https://badook.ai

AVERTRO
Bringing science to cyber 
storytelling

What problem does it solve?
Avertro is an executive and board 
cyber platform that helps decision-
makers to scientifi cally right-size 
their cyber spend and scale their 
capabilities in line with their risk 
and threat exposure.

Avertro takes a scientifi c 
approach, based on mathematical 
models, to analyse and produce 
insights that were previously 
only determined using human 
intuition, subjectivity and 
experience. Its approach and 
algorithms are based on years 
of experience working with 
organisations to manually address 
the problems.

Who is Avertro?
Avertro was founded by Ian Yip 
and Roman Mandryk. Yip is the 
former CTO at Mcafee APAC, while 
Mandryk has more than 10 years 
of experience as a soft ware 
engineer, which includes work at 
two previous startups.

https://avertro.com

ARCHIMIGO
Security architecture simplifi ed

What problem does it solve?
Archimigo provides a security 
architecture and compliance 
solution that simplifi es and 
automates security architecture. 
With Archimigo, onerous and 
time-consuming tasks can be 
completed more effi  ciently and 
eff ectively, allowing information 
security professionals to do more 
with less.

Archimigo helps teams 
to manage their security 
architecture, risk, and compliance 
functions under one platform, 
providing the ability to create 
artefacts at speed with pre-built 
templates. With Archimigo, you 
can fast-track the decision-making 
process through workfl ow 
automation. Archimigo also 
integrates with leading public 
cloud platform providers, such 
as Amazon Web Services 
(AWS), Google Cloud Platform 
(GCP) and Azure, to provide 
visibility and continuous 
architecture validation. 

Who is Archimigo?
Archimigo was founded by 
Noor Magesh and Magesh 
Dhanasekaran – both are 
information security professionals 
with years of experience.

https://archimigo.io/
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DEVICIE
Human-centric device 
management

What problem does it solve?
Devicie ensures that each and 
every device used to log in to 
your organisation is managed and 
secured, and has everything staff  
need to produce their best work, 
regardless of where they are in 
the world.

Wherever they log in, on 
any device, Devicie takes over, 
applying security baselines, 
monitoring and providing 
everything the user requires 
to perform their function. This 
allows organisations to implement 
security practices for each and 
every device that accesses their 
critical systems, with complete 
visibility and control.

Devicie deploys from the cloud 
and allows staff  to be up and 
running with everything they 
need to work. No interaction with 
IT is required. For fast-growing 
companies, or those with large 
distributed workforces, this 
provides unparalleled agility 
and effi  ciency.

Who is Devicie?
Devicie was founded by Martin 
McGregor, Jason Fairburn and Jose 
Schenardie . All three have spent 
years in the secure operating 
environments (SOE) trenches and 
are now converting their industry 
knowledge into Devicie.

www.devicie.com

RETROSPECT LABS
Getting you ready for when an 
incident occurs

What problem does it solve?
Most organisations aren’t ready 
to respond to a cyber incident, 
which leads to their business 
operations being impacted, costly 
incident response and remediation 
activities, and potentially harmful 
public scrutiny of their cyber 
security practices. Retrospect Labs 
is fi xing this problem by providing 
organisations with world-class 
cyber security exercises through 
an online platform. It makes it 
easy to regularly conduct a range 
of cyber security exercises, so 
customers can continuously 
test and improve their incident 
response capabilities. 

The Retrospect Labs platform 
allows organisations to continuously 
design, deliver and evaluate 
exercises that test their incident 
response capabilities against a 
variety of diff erent incident types 
and scenarios. The platform enables 
exercises to include tabletop 
exercises, offl  ine artefact analysis, 
virtual environments and simulated 
red teaming. It captures key fi ndings 
and metrics on the performance of 
individuals, teams and the whole 
organisation to make it easy to 
validate incident response processes, 
identify improvements, and minimise 
the potential impact and costs of an 
incident when it occurs.

Who is Retrospect Labs?
Retrospect Labs was founded by 
Jason Pang and Ryan Janosevic. 
Both Pang and Janosevic have 
spent many years working in 
Incident Response at the ACSC, 
leading responses to a number of 
highly complex incident response 
operations aff ecting some of 
Australia’s most critical assets.

www.retrospectlabs.com

STROBES
Simplifying vulnerability 
management

What problem does it solve?
Strobes is an enterprise security 
solution that streamlines 
vulnerability management by 
correlating vulnerabilities from 
multiple sources, automatically 
deduplicating them and 
simplifying the prioritisation of 
fi ndings using threat intelligence 
and machine learning. It provides 
visibility into the organisation’s 
security health index for the 
management.

Strobes has over 30 in-built 
open source scanners and 
integrations with commercial 
security scanners – SAST, DAST, 
cloud and network vulnerability 
scanners, as well as IT tools like 
Jira, Jenkins, ServiceNow and 
others. Strobes has the capability 
to transform DevOps into 
DevSecOps in three simple steps, 
allowing organisations to achieve 
continuous security for their CI/
CD pipeline.

Who is Strobes?
Strobes was founded by Venu 
Rao, Akhil Reni and Srini Dhara. 
Strobes was the 2019 winner of the 
launchpad program at RSA Asia 
Pacifi c & Japan.

https://wesecureapp.com/
product/strobes.html
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About CyRise
CyRise is the premier cyber security accelerator program for early-stage startups in the Asia-Pacifi c region. 
Founded in 2017, and backed by NTT and Deakin University, CyRise has now invested in and accelerated 16 
teams, with almost 70 per cent of graduates going on to raise additional funding post program.

The CyRise program runs from early February to the end of May 2020, with the teams celebrating 
their progress at a pitch night presentation in both Melbourne and Sydney. The next CyRise program will 
commence in September 2020, and applications will be open in May. Interested parties are encouraged to 
reach out for a conversation with the CyRise team at www.cyrise.co. •
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Entering the 
cyber workforce
Cyber Today profiles three students who are looking to enter the cyber security workforce, and 
gains an insight into the challenges and perspectives of starting a career in the sector. 

| Cyber Today30 

STARTING OUT



Mark Jennings
After working at ANZ as part of his course, 
Melbourne University student Mark Jennings 
set his sights on a cloud-security career.

‘The initial thought was always 
penetration testing or a security operations 
centre (SOC) perspective on things,’ the 
28-year-old from Denmark told AISA about 
his post-university aspirations.

‘But after having worked at ANZ during 
that full-time placement, there’s really been a 
need for cloud security and just seeing all the 
difficulties in getting that kind of talent in, 
because not enough people have credentials 
or expertise when it comes to cloud. So, that’s 
currently what I’m looking to pursue.’

Jennings is studying a Bachelor of 
Cyber Security that includes an industry-
based learning component. As one of the 
university’s industry partners, ANZ hired 
him in a paid full-time role for three months 
(to February 2020) in its Cyber Defence unit.

He says that he was attracted to the full-
time nature of his work-integrated learning 
placement. ‘I’ve worked part-time before and 
know exactly how difficult it is to just get 
up to speed but also be allowed to do things 
because you are essentially away from all of 
the action for half the week.

‘So, the main motivation was that it was 
something I could do full-time to actually 
learn hands-on and get that exposure.’

Jennings had studied sports and events 
management, and worked in banking before 
moving to Australia in June 2017 to study 
cyber security. ‘It was kind of an escape from 
Denmark,’ he says. ‘I was fortunate enough 
to live abroad for most of my life because my 
dad was in shipping, so we moved around.

‘And then I went back to Denmark thinking 
that would be the dream of settling down, and 
it very much wasn’t.’

The problem was that he’d put his return 
to Denmark ‘on a pedestal’; it was a relatively 
small country (an ‘XL Melbourne’), and he 
was more comfortable in English.

He’s loving Australia, though, and his ANZ 
placement has been extended until June on a 
part-time basis because he is a foreigner with 
work restrictions.

The bank had shown it was committed to 
the student placements, Jennings says. ‘That 
was probably the biggest surprise – how 
invested they are in you learning, and in 
developing you.

‘You have that little fear in 
the back of your head that you’re 
just going to look over people’s 
shoulders or get a coffee or two, 
but it was very much hands-on 
from day one, and people were 
patient and also very open to the 
questions you have and letting 
you look into things.

‘The deliverables I was given 
were very much, “This is what we 
want done, but it’s up to you how you achieve it”.’

Jennings’s initial full-time placement was 
as a ‘scrum master’, which involved ‘helping 
them through that whole Agile methodology 
they were beginning to implement and 
wanted to get running fully’.

‘Essentially, the role was, “How do I enable my 
group to be more efficient and deliver faster?”

‘This next placement is a more technical 
role, more towards cloud proxies and 
cloud enablement.’

He says the ‘foundation knowledge’ taught 
at university was applicable to his ANZ work. 
‘It was quite refreshing to find out that the 
basics were very much the same.

‘You didn’t feel like you started knowing 
absolutely nothing. You had an idea of what 
was going on.’

The bank work helped in his university 
studies, too, he says, such as with his 
final-year capstone project. ‘Some of the 
technologies and tools we were using were 
similar to what we were using at ANZ, so 
I was able to leverage that knowledge and 
try some things in both environments that 
applied directly to the project.

‘It is a big-time commitment, especially if 
you are trying to do units on the side at the 
same time. Then it can be difficult to manage.

‘But apart from that, there is really no 
reason not to do it. It’s just that there is a lack 
of placements – there are more students than 
there are placements to go around; the paid 
ones, at least.’

The industry would benefit from more 
industry partners and work-integrated 
learning, Jennings says.

‘If there was an option for a full-time 
placement to always be available – it’s about 
finding the right match – then it would create 
a much stronger cohort of students in terms 
of skills, [including] those soft skills that you 
develop when you are in the workplace every 
day for three months.’

Mark Jennings
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Edmon Cabacis
In July last year, Edmon Cabacis 
needed to grieve.

A few months earlier, 
the information technology 
professional’s father, Flor 
(aged 70), sadly passed away in 
the Philippines, and the recent 
newcomer to Australia craved 
some time off to repair his 
spirit and re-calibrate.

So, Cabacis left his year-long 
position at a national charity, 
and spent time with his two 

young children and wife, Catherine, in their 
new home city of Melbourne.

Even before this downtime, he’d started 
to notice news reports about cyber breaches 
and saw the headlines about the cyber 
skills shortage. He joined some online cyber 
security discussion groups and increasingly 
began to like the idea of a career pivot to 
information security. After all, he had a 
young family and he’d read that the sector 
was well-paid and expanding.

‘Cyber security is being advertised 
everywhere,’ says Cabacis. ‘Zero per cent 
unemployment rate is really an attractive 
stat for me. There are heaps of cyber security 
jobs that need filling, and since I’m on the 
technical side, I thought it would be easier 
for me to crossover into cyber security 
because, in general, it’s still IT.

‘I told myself, “Maybe I can do cyber 
security. I can learn it and be good at it, and 
then [I can] become someone who matters in 
an organisation or in a community of cyber 
security professionals”.’

Filipino Cabacis had arrived in Australia 
in May 2018 from Singapore where he’d 
worked for 10 years in IT, including as a 
manager and senior system engineer. He 

arranged his own skilled independent visa 
and migrated in May 2018.

‘I couldn’t get my residency in Singapore, 
so I decided to apply for permanent residency 
here in Australia and I was blessed to get it.

‘I have two kids and staying in Singapore as 
a foreigner is very expensive if you have kids.’

So, now in Melbourne, in-between jobs, 
and trying to recover from his father’s 
medical bills, Cabacis resolved to get his 
InfoSec journey started. He enrolled in a 
Certificate IV in Cyber Security at Box Hill 
Institute and also completed the CompTIA 
Security+ certification after he was gifted a 
free voucher from someone he’d met who had 
links to the company.

The voucher was welcome as, at the time, 
Cabacis’s finances weren’t looking good.

In November last year, he started to send 
out job applications. Without any success.

‘It’s really hard to find an entry-level cyber 
security job, if I’m being honest.

‘There are not many cyber security jobs on 
an entry level posted online. So, even if it’s not 
an entry-level job, I am just trying to submit 
my resume.

‘But I’m really after something like an 
entry-level security operations centre (SOC) 
analyst or security analyst, but it’s really 
hard to penetrate those roles because most of 
them require you to have two to three years 
of commercial experience in cyber security, 
which is odd.’

Cabacis had run smack bang into one of the 
biggest issues in cyber security today – the 
lack of genuine entry-level positions relative 
to graduates, and the apparent reluctance 
of employers to train their own juniors. The 
demand is for operators who can hit the 
ground running.

‘I thought it would be easy,’ he says, ‘because 
I have 10 years’ IT experience. Although it’s not 
security-focused, it’s still technical.

‘And I can learn all the skills. If you need 
someone to be an SOC analyst [and] you’re 
willing to train them for a month or two, I can 
do that.

‘But I’m not getting any calls or interviews 
for those roles.’

When AISA spoke to Cabacis in early 
February, he was starting to become 
concerned about his job prospects and had 
devised a plan B.

‘I tried opening my doors again for system 
engineer opportunities.

Edmon Cabacis  
with his family

Cabacis had run smack bang into one of 
the biggest issues in cyber security today 
– the lack of genuine entry-level positions 
relative to graduates, and the apparent 
reluctance of employers to train their own 
juniors. The demand is for operators who 
can hit the ground running
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‘My take right now is if I can’t really get into 
any entry-level cyber security job, I might as 
well fi nd a role that I’m currently good at and 
work my way from there.

‘If there’s a cyber security team internally, 
I’ll try to network with them and hopefully 
get promoted into that department.’

But then came a breakthrough.
A couple of weeks aft er our interview, a 

‘very happy’ Cabacis sent AISA a note advising 
that he’d landed a junior security analyst role 
with NAB through a recruitment agency.

He is working in identity access 
management as part of the bank’s Staff  
Authentication and Directory Services team.

‘[The agency] had a presentation at Box Hill 
Institute where I am taking my Certifi cate 
IV in Cyber security. I approached them and 
submitted my CV, and then aft er a few weeks 
I was called for an interview at NAB and I got 
it,’ Cabacis says.

‘It’s a renewable contract, six months 
initially. They mentioned that they are 
not just aft er skills – they are also aft er 
enthusiasm, willingness to learn and attitude.

‘I am very happy because this is the start of 
my cyber security journey.’

Umaima Khan
Women are naturals for a career in cyber 
security, says Technical Consultant Umaima 
Khan, who ‘seriously doesn’t understand’ 
why there isn’t a bigger female presence in 
the fi eld.

‘I really don’t understand why girls don’t 
[choose] cyber security, because in terms 
of how women are in general – curious in 
nature – I think this is the best fi eld because 
[it] is all about being curious.

‘The more curious you are, the more 
knowledgeable you are in terms of getting 
the exploit, getting deeper into networks, and 
getting their weaknesses.

Khan arrived in Australia from India 
in November 2015 aft er completing her 
Bachelor of Engineering in IT. She’d 
developed an interest in the off ence side 
of security, but the postgraduate cyber 
security courses in India were not what she 
wanted. The Master of Engineering was for 
those interested in teaching and the Master 
of Technology was ‘very much theory-
oriented and traditionally driven’.

So, she found a university in Melbourne 
that off ered dual majors in IT security 
and network engineering, which she liked 
because they go ‘hand in hand’.

And then she set to building 
her network in Australia.

‘I started attending a lot of 
meet-ups and got connected 
to the right kind of people, 
like Abbas Kudrati, who 
was the Chief Information 
Security Officer of KPMG at 
that time.’

Khan was new to her 
cyber studies. She says 
Kudrati told her that he 
would have opportunities 
down the track, but she 
should gain some more 
skills and knowledge first.

To this end, she secured a casual research 
position at her university, and was able to 
gain exposure to Docker containers and 
OpenStack projects, which led to a short 
network engineering internship before 
KPMG off ered an internship, which became 
a full-time paid position.

Khan, 26, remains at the professional 
services network as a senior consultant, 
and she provides technical cyber security 
consultation to clients to improve their 
infrastructure.

Her current specialty is penetration 
testing, and she advises students wanting to 
break into that fi eld to augment their studies 
with practical technical experience on one 
of the growing lists of online ‘labs’, where 
subscribers can complete challenges and 
earn badges.

As for her career, Khan says that she 
wants to gain experience across technical 
security assessment, such as mobile, web 
and infrastructure.

‘I would like to get my hands dirty in all of 
them and then think where I want to invest 
more [time].’

For other women interested in a career in 
information security, Khan says she was ‘very 
much welcomed and very much supported’ by 
her workplace. •

Umaima Khan

I really don’t understand why girls don’t 
[choose] cyber security, because in terms 
of how women are in general – curious 
in nature – I think this is the best fi eld 
because [it] is all about being curious
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D
arren Kane didn’t tread the 
conventional cyber security 
path to get to where he is today, 
but his experience across law 
enforcement, technology and 

telecommunications organisations makes 
him uniquely qualified for his current role as 
Chief Security Officer (CSO) with government-
backed national telecommunications 
company, nbn. 

His CV includes 12 years as a Detective 
Sergeant with the Australian Federal 
Police – where he is lauded as having 
played a significant role in organised-
crime investigations – and six years in 
enforcement at the Australian Security 
and Investments Commission (ASIC) before 

shifting to Telstra, where he spent a decade 
working to promote internet trust, safety, 
law enforcement partnerships and global 
security risk.

The past five years at nbn – the 
organisation responsible for rolling out 
Australia’s National Broadband Network 
(NBN) – have provided an opportunity to 
consolidate this experience, combining it with 
the very real need for better information 
security across the nationwide operation.

During his time in the role, Kane has 
handled the day-to-day monitoring and 
protection of the company’s nation-critical 
assets, and has overseen development of 
an internal Centre of Excellence, providing 
security and policy advice across every 
aspect of the organisation. His integrated 
approach to security combines information 
security and physical security risk, letting 
him philosophically converge on a broader 
concept of enterprise security risk (ESR).

Cyber Today: Historically, how has nbn 
managed the challenge of managing 
enterprise risk?
DARREN KANE (DK): Prior to my arrival, 
nbn had a Principal Security Officer, and 
the response was targeted principally to 
what you would now call ‘cyber security’. In 
the true cyber information security sector, 
with backgrounds in IT and technology, the 
team was more concerned with managing 
traditional cyber security solutions rather 
than whole-of-enterprise security risk.

From an ESR perspective, management of 
the technology aspect of that risk is probably 
75 per cent of the job. But from the other 

Putting the ‘security’ into 
chief security officer
Cyber Today’s David Braue talks to Darren Kane, CSO at nbnTM, about his unconventional 
approach to the role, and how it has suited his objectives for the security function across nbn.

Darren Kane
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side, there was a worry about the technology 
space not truly appreciating the life cycle of 
security risk.

For example, background checking, 
reference checking, the interview process, 
and the allocation of a role all give an 
employee access to the network and systems 
– so at what stage does the one area hand 
off to the other? I believe it is seamless and 
one accountability. 

Cyber Today: How has your past 
experience shaped your approach to 
managing information security across nbn?
DK: I have known for at least a decade that 
a single accountability managing ESR was 
the best way to manage a comprehensive 
response to that issue.

I’ve always believed that the whole life 
cycle of security is really important, and 
my approach to ESR has always been one of 
accountability to manage issues of security – 
or the risk surrounding security.

At Telstra, I had very limited aspects 
of technology security risk – more so the 
traditional security risk aspects, as well 
as investigations and business resilience. 
But it was there that I understood just how 
important the actual cyber and technology 
aspects of security risk would become, and 
why I began to skill up in that area.

Cyber Today: Because nbn is a  
relatively young organisation – having  
only been established in 2009 – has it been 
easier to avoid compartmentalising the 
security function?
DK: It’s truly an advantage for us to be such 
a junior organisation because there is very 
much a can-do attitude around the place. 
We are used to being set hard targets and 
achieving them, so people are open-minded.

Another important aspect of being 
a junior organisation is that we are 
technology-driven and focused, so there 
is quite a lot of support to remain on the 
leading edge of evolution of tools and skill 
sets. For me, this means ensuring that 
we have the best people using leading-
edge capabilities in areas like cyber 
defence, management platforms, response 
capabilities and incident management.

Going forward, there is no doubt that data 
will be the new oil, and the protection and 
appropriate classification of that data will 

be a continuous concern. Privacy regimes, 
mandatory breach requirements, government 
expectations and community expectations 
around competent data protection are going 
to be a big part of our management.

A big risk for us will be managing 
the benefits of artificial intelligence and 
machine learning against the prospect of 
poor data. We have to make sure the coding 
and data we are relying on to feed those 
machines is not corrupt.

So, we’re constantly looking to ensure 
that we know what the next threat and 
challenge is, and what resources we would 
need in order to meet that.

Cyber Today: Taking a high-level view of 
enterprise risk requires strong executive 
support. How have you built and kept this 
support over time?
DK: I think those of us in the industry tend 
to make the simple sound complex, and this 
is one of the reasons cyber security has 
this mystique around it. We use our own 
language, and that excludes a lot of people 
that we should be bringing into the tent.

But what I call ESR has now become quite a 
senior operational risk for any organisation, 
because any organisation that you can think 
of has technological platforms that they are 
looking to protect.

That means C-suites and boards 
understand the importance of risk these days, 
particularly cyber risk – and you have to 
make it a simple discussion with them to give 
them the confidence that you have appropriate 
controls to keep risk within their appetite.

I have been lucky that our board, 
chairman, and past and present CEOs have 
been incredibly supportive of these concepts. 
I get great access to the board, and they are 
engaged and have an in-depth understanding 
of the issues that I have been tasked with 
managing. I think cyber security is at the 
forefront of their minds.

Cyber Today: What have been the most 
significant challenges you have faced as 
the NBN rollout progressed?
DK: As the organisation has grown and 
matured, so has my accountability. I’ve had to 
take on a lot of learnings that weren’t part of 
my original vision – but that’s the beauty of 
the industry we are in – that you absolutely 
never stop learning.
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I won’t talk down the complexities of the 
risk-management requirements I have to have 
in place – but I am very well supported to 
manage those.

My job is to make sure the company 
understands that the risk is being managed, 
and where it’s not being managed, to ensure 
that they are aware of that.

Sometimes the technology folk may go to 
a technology solution, but perhaps it’s not a 
technology solution that’s required – perhaps 
the best solution is to implement a process 
or to stop taking a risk. Sometimes you can’t 
afford to be too far in the weeds; you must 
have an operational or business perspective 
with a helicopter view of the operational 
accountability that you are managing.

You need to stay truly focused on the 
mission – my accountability is to ensure 
that every Australian has the right to fast, 
secure and reliable broadband. It’s my job 
to try to ensure that they get that access 
as it will truly lay the foundations for how 
Australia can compete in the new global 
digital environment.

Cyber Today: How do you work with 
employees to keep them engaged in the 
security culture?
DK: Some of the early views that I’ve had 
around managing the security accountability 
are quite different to what the industry may 
have wanted. Parts of our industry try to 
remain in the technical stream because it 
values the qualifications and experiences 
that they may have, whereas I believe that the 
accountability is much larger than just the 
technical risk. 

The future in this industry will 
be heavily reliant on those that are 
technically minded – but I would also like 
to see much more of an understanding 
of the business focus, and the value 
of security risk management, as an 
advertisement for the company.

A very capable education and awareness 
unit is one of the most vital aspects of my 
armoury capability; it is truly the only 
proactive lever you have – so to have strong 
experience and knowledge in that area, 
and constantly look to be a leading-edge 
provider of content or valued content, is 
really important.

Because I run an enterprise-wide 
accountability, where I have people who are 

more interested in cyber defence from an 
assurance area, or vice versa, I have the scale 
and scope to give them different career paths.

If you have a well-managed, well-
resourced capability around security 
risk management, it can become an 
offensive capability. Staff engagement and 
development are very important. As I am 
accountable for running the enterprise, 
I have the ability to offer team members 
different development paths and interests. 

Cyber Today: Unexpected events, such 
as the bushfires or coronavirus outbreak, 
complicate the security situation for any 
nationwide organisation. How has your 
ESR approach helped to maintain business 
as usual in the face of these challenges?
DK: There are three aspects from my 
perspective. Firstly, preparation – constant 
modelling, desktop exercises, training and 
scripting – is essential for what used to be 
‘black swan’ events but have now been proven 
to be all too likely to happen (fire, floods and 
a virus).

As you go through and experience this, 
you take out the learnings, and you train and 
prepare so that next time you respond just 
that little bit better. 

The second point is prioritisation – to 
make sure that your focus is on the right 
aspects of risk management, and what is truly 
important to the business. It’s very easy to try 
and do something for all parts of the business, 
but you really should be focused on what you 
can do to manage your priority risks.

The last aspect is people. One of the 
things we tend to do in enterprise security 
is to overinvest in technical solutions; 
however, investing in people is just as 
important. For some reason, our industry 
has grown a culture and attitude where 
failure is not an option.

It’s really important for managers and 
leaders in our area to be cognisant of this 
culture and, when dealing with these 
constant threats, risks and challenges, to 
make sure our people understand that their 
expectations aren’t necessarily ours. 

It is the responsibility of the leaders and 
managers of the industry to ensure that the 
people who work with us feel like they’re 
valued and do an important job. It’s an 
incredibly complex and difficult job – and 
they shouldn’t be frightened of failure. •
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T
he pandemic will be more significant 
than simply having a greater 
number of people working from 

home – it will impact every aspect of work 
and the way services are delivered. The 
environment that COVID-19 has created, 
and the shift that we’ve had to make so 
rapidly – even for organisations with 
disaster recovery and crisis plans in place 
– is forcing a whole range of innovation. 
We’re seeing government agencies do 
things that they’ve never done before – 
things that weren’t possible in Canberra 
because it was beyond the mindset of the 
way the federal bureaucracy works. This, 
I hope, is one of the silver linings of the 
crisis. It may have triggered a new way 
of working and interacting, and fostered 
a new level of cooperation between the 
public and private sectors. This will impact 
us for decades to come. 

COVID-19 is a classic example of how a 
dramatic event can alter society – it will 
change the way we socialise, do business and 
interact with government. Time will be the 
ultimate arbiter as to where we finish on the 
ledger: to the good, or otherwise.  

Security implications of a nationwide 
remote workforce
The economic impact if our networks are 
undermined is larger if we are remote from 
each other. Any event that undermines our 
trust relationship in a time of crisis has 
disproportionate impacts on our institutions 
and society.  

Staff need clear rules and guidance when 
working remotely. Staff should be trained to 
securely use virtual private networks (VPNs) 
and virtual desktops, and to understand the 
role they play as data custodians – how to 
reduce the likelihood of data breaches, both 
electronic and physical. 

Where should those developing remote 
policies for the first time begin?
In my career in government and the private 
sector, I have seen many organisations adopt 
lax attitudes to remote work. Managers often 
view it as a trust issue: they trust their staff to 
do the right thing.

This, however, really isn’t about whether 
or not you trust your staff. All staff are 
more vulnerable to cyber attacks and 
data breaches when working outside the 
corporate environment. 

Strong remote work policies are about 
protecting your organisation from the full 
range of malicious actors: nation-states, 
criminal groups and malicious insiders. 

What COVID-19 has shown us is that we 
can successfully work from home. This must 
be underpinned by better understanding of 
the risk and making sure adequate practices 
are in place to mitigate it. •

A remote workforce  
is risky business
Alastair MacGibbon, former Special Adviser to the Prime Minister on Cyber Security and 
current Chief Strategy Officer at CyberCX, provides his perspective on the implications of 
COVID-19 and what it means when the entire nation is working from home. 

Alastair MacGibbon
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Security in the 
time of pandemic
BY DAVID BRAUE

The coronavirus pandemic has made working from home ubiquitous – but with coronavirus-
related cybercrime spiking, is it compromising our cyber health?
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T
he outbreak of COVID-19 has 
caused global mayhem. With a 
spiralling death toll, prohibitions 
on everyday activities, and 
massive social and workplace 

disruption, the world will never be the same.
For corporate security and risk 

management executives, the changes caused 
by the pandemic have created significant 
new concerns as cybercriminals adapt their 
malware and extortion tactics to prey on the 
fears of an uncertain, anxious public that is 
increasingly working from home.

From its earliest days, the infection saw a 
flood of exploitation. One phishing campaign, 
highlighted by email-security firm Mailguard, 
alleges to be from a ‘Dr Li Wei’ and has an 
attachment that promises to contain a list of 
coronavirus-affected company staff. Instead, 
the attachment actually carries one of several 
malware payloads.

Another, discovered by Sophos, targeted 
Italian email users with a Microsoft Word 
document promising a list of precautions to 
prevent COVID-19 infection. True to form, it 
was actually loaded with a VBA script that 
would infect the target system with a version 
of the Trickbot banking Trojan.

Each week brings new exploits: email- 
security firm Proofpoint, for one, has identified 
over 300,000 malicious COVID-19-related 
emails and 200,000 malware attachments sent 
during 170 distinct phishing campaigns.

‘Whenever there is a topic of public 
interest like COVID-19 or the Australian 
bushfires, we see cybercriminals try to 
manipulate our concern into an opportunity,’ 
Sophos Principal Research Scientist Chester 
Wisniewski warns, adding that he would 
expect similar attacks for countries where 
outbreaks have been high.

‘We must stay vigilant and be distrustful 
of incoming communications during times of 
crisis,’ he advises. ‘Only obtain advice from 
our public health authorities.’

Time to be sceptical
Coronavirus is far from the first of such 
opportunistic subjects for cybercriminals, but its 
dominance of the global news cycle and the sense 
of creeping doom that it has created have piqued 
the population’s interest and turned it into a 
significant threat for all kinds of companies.

The problem isn’t limited to installing 
malware: cybercriminals have found 

such a willing audience of virus-phobic 
victims that Security In Depth CEO Michael 
Connory reports dealing with three 
individuals who actually succumbed to 
scams and paid handsome sums up-front 
for coronavirus ‘vaccines’ – even though no 
such vaccine is actually available.

As well as misinformation through 
phishing campaigns, Connory says his firm 
has recently seen a ‘significant’ increase in 
ransomware attacks, and has been working 
with clients who paid scammers for promises 
of face masks, hand sanitiser, and other 
scarce items.

Other campaigns are using fake sites 
– copying the branding of bodies like the 
World Health Organization – that promise 
relevant information and request users to 
set up accounts using their personal email 
accounts and passwords.

‘The first rule of security,’ Connory says, 
‘is don’t click – and if you do click, then 
communicate that immediately. If users 
can’t get hold of anybody to clarify whether 
something is legitimate, they should just 
google the information. They would, for 
example, quickly find out that there is no such 
thing as a coronavirus vaccine.’

Such ‘credential harvesting’ campaigns 
can create major exposures for companies, 
since many employees use the same 
password everywhere. It’s something that 
cybercriminals count on and statistics 
show to be common, with one recent 
Google survey showing that 52 per cent 
of respondents use the same password on 
multiple accounts – and 13 per cent use the 
same password for all their accounts.

Many of the dangers posed by COVID-19-
themed emails have been seen before, and 
strategies to help employees fight back – 
caution, scepticism and engagement with 
an attentive information security team – 
remain fundamental.

Changing intrinsic behaviour among many 
users, however, requires strong and ongoing 
effort – and it’s keeping Security In Depth’s 
team of specialists busy as they work with 
clients to deliver ‘a significant amount’ of 
webinars and online training to individuals 
around Australia.

‘It’s really just about managing it as an 
incident. It’s no bigger and no smaller than any 
other cyber attack we are seeing today – and 
it’s business as usual for most of the attackers 
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Widespread adoption 
of remote working as a 
solution to coronavirus 
has created new security 
concerns

and hackers out there,’ Connory says, despite 
the heightened emotion around coronavirus.

‘But if things get worse in the next six to 
12 months, who knows what’s going to occur?’

The dangers of working from home
Any security practitioner who isn’t asking 
themselves similar questions is doing 
themselves and their companies a disservice 
– especially as they come face to face with the 
implications of near-ubiquitous remote working.

Tech companies like Twitter, Square, 
Apple, Google and Microsoft were quick to 
encourage employees to work from home to 
prevent or limit the outbreak – but companies 
and government agencies rapidly followed 
suit by forcing employees to stop travelling 
for meetings, and eventually to stay home 
altogether for self-imposed home isolation.

Countries like China and Singapore 
enforced working from home early to 
maintain economic momentum, with 
Australia and other countries rapidly 
following suit. A recent Gartner survey found 
that 88 per cent of Australian companies had 
sent employees home to work – a sharp rise 
from the 24 per cent of workers normally 
doing so. 

Working from home is nothing new – 
Australian-born unicorn Atlassian, for one, 
kicked off a formal remote-working initiative 
last year after internal surveys suggested 
95 per cent of staff would like to work from 
home more often – but blanket coronavirus-
imposed bans have been a baptism by fire for 
companies that haven’t previously pursued 
work-from-home capabilities with such ardour.

Without the luxury of time and resources 
to plan such a significant change in workplace 
logistics, many companies have been caught 
flat-footed by the security implications of a 
model of that was completely online.

Working from home, for one thing, 
exposes corporate infrastructure to 
whatever security infrastructure exists on 
employees’ computers, Internet of Things 
(IoT) and smart-home equipment, and 
personal mobile devices, which are often 
shared by less-than-security-conscious 
children and spouses.

Mobile devices’ smaller screens make it 
harder for even careful users to spot the 
deceptions that cybercriminals use, such as 
malicious copycat domains that swap a capital 
‘I’ for a lower-case ‘L’.

This, according to Verizon APJ Managing 
Principal and Head Ashish Thapar, means 
that mobile users are six times more likely 
to click on malicious emails – as reported in 
the firm’s latest Data Breach Investigations 
Report and expanded upon in its recent 
Mobile Security Index (MSI) 2020.

‘The risk becomes amplified because 
of lack of visibility,’ he explains. ‘Mobile 
devices are becoming a much bigger 
contributor regarding attacks that are social-
engineering-oriented – so protection will be 
done from both an enterprise standpoint and 
a consumer standpoint.’

Of the organisations surveyed in the MSI 
2020, 39 per cent said that they had suffered 
a security compromise involving mobile 
or IoT devices over the past year – up from 
27 per cent in 2018. Despite this, 43 per cent 
of respondents admitted that their companies 
had cut corners, ignoring security 
considerations of mobile and IoT devices to 
‘get the job done’.

No security in isolation
Work-from-home orders would expose 
the weaknesses created by past security 
compromises – surfacing vulnerabilities in 
company systems that were predominantly 
designed for in-office use, and the networks 
that support them.

Extending this access to remote workers 
and sites might mean, for example, relaxing 
firewall rules or introducing remote-access 
tools to let workers access their own desktops. 
As a recent Australian Cyber Security Centre 
warning highlighted, you must also manage 
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the security implications of videoconferencing 
apps that have quickly become go-to tools for 
routine meetings and training.

There has never been a better time for 
robust identity- and access-management 
(IAM) tools like multi-factor authentication 
(MFA). Yet, without careful top-level 
planning – and coordination with disaster 
preparedness and risk-management 
specialists, and data-protection specialists 
– companies’ coronavirus response plans 
could become their Achilles heel.

Unfortunately, the MSI also found that 
many companies have only increased their 
security spending after being compromised 
– and by then it was too late, with two-
thirds of respondents saying that they had 
suffered a major impact from a mobile-
related compromise.

Forty-three per cent of companies that 
had been compromised had increased their 
security spend in the past 12 months – a big 
increase from the 15 per cent that had done so 
without being compromised.

A similar percentage expected to do 
so in the coming year – well up from the 
17 per cent that were expecting to increase 

security spending in the next year despite 
not having been breached.

‘Once bitten, twice shy’ hardly seems like 
a legitimate enterprise risk-management 
approach, but companies are finding their 
way as disaster preparedness plans push 
Australian businesses into remote work 
whether they’re ready or not.

It shouldn’t have needed the 
unprecedented disruption of a global 
pandemic for companies to address these 
issues – but now that the threat is real, 
make sure you’re prepared.

Remind employees to remain sceptical. 
Update your filtering and access-control 
systems to protect remote workers, and 
work with operational business units 
to figure out how your organisation 
will safely support 50 per cent or even 
100 per cent mobile workers for the next 
12 months.

‘Security has to move the way that 
business moves,’ Thapar says. ‘It has to be 
agile; it has to be coherent in terms of your 
overall risk-management approach; and it 
has to be non-intrusive to the extent that it 
can mitigate risk to an acceptable level.’ •

Are you ready for a remote-working mandate?

Tighter restrictions around COVID-19 have forced you to enable your workforce for remote working 
overnight. Are you ready?

West Monroe Partners offers five key tips to facilitate 
your remote lockdown:

 — Do employees have the hardware they need 
to be successful? Ensure that there are enough 
laptops, headsets and related hardware for all of 
your employees, and that employees have access 
to ‘good enough’ broadband services to support 
their needs. Consider reimbursement policies, 
distribution of mobile hotspots, and even issues like 
virtual private network (VPN) licensing and capacity.

 — Do you have the right tools and technologies 
for virtual collaboration? Ensure you have access 
to tools for online collaboration, intelligent 
workplace tools, and the like. Train staff to use 
them now so that they’re not trying to figure 
things out under pressure later.

 — Do you have the right company culture to 
support virtual collaboration? Increasingly 
common travel bans will require extensive 

reliance on virtual meetings – so make sure 
your culture supports videoconferencing. This 
includes ongoing metrics for managers, and 
communication tools to help them keep up with 
remote teams.

 — What is the best path forward for security and 
mobility? Fast-track MFA and evaluate cloud 
security frameworks to ensure that access is 
locked down. Ensure that you have a roster of 
secure tools allowing remote work, desktop 
access, server administration and the like.

 — Can your support desk handle a higher volume 
of requests? Do you have self-service resources 
and knowledge bases to expedite employees’ 
access to support when they need it? Can you 
troubleshoot security or functionality issues 
remotely? Have you developed step-by-step 
guides and automation tools for streamlining 
everyday administration? •
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Diversity key to 
cyber security skills gap
Skilled cyber security staff are calling the shots – but employers need to fill their talent pipelines to 
keep their defences relevant, reports David Braue. 
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F
or employers swimming in global 
financial chaos, it probably doesn’t 
seem like the right time to be talking 
about pay rises – but businesses may 
nonetheless need to come to the table, 

as skilled IT and cyber security workers put 
their feet down.

A third of companies didn’t provide any 
pay rises last year, and 39 per cent limited pay 
rises to less than three per cent, recruitment 
and solutions firm Modis found in its recent 
Salary Guide 2020. Yet, those companies were 
more optimistic this year about hiring new 
staff to support business expansion, with 
43 per cent of surveyed companies saying 
they would add staff and just 17 per cent 
saying they would decrease staffing levels.

Those figures were collected before the 
coronavirus pandemic, so its impact on 
staffing expectations may change that story. 
But for now, managers must be aware of the 
Modis finding that IT workers were the most 
likely out of 16 industries to ask for pay rises 
this year.

IT employees’ salary satisfaction plunged 
from 50 per cent last year to 39 per cent this 
year, according to Modis, noting that 21 per 
cent of IT industry employers expect that 
they will be raising salaries by seven per cent 
or more this year.

Given the already significant challenges 
of cyber security staffing – and the growing 
onus to maintain data security in the face 
of a slew of governance requirements and 
redoubled cyber security attacks due to the 
global pandemic – employers recognise that 
money talks.

They are price takers in a small market, 
where efforts to close the IT skills gap have 
proven challenging, to say the least. Deloitte’s 
Australia’s Digital Pulse 2019 report, 
commissioned by the Australian Computer 
Society (ASC), for one, suggested that 
Australian companies would need 100,000 
more IT workers by 2024.

The companion CISO Lens Benchmark 2019 
study, conducted with AustCyber’s support, 
confirmed that 65 per cent of surveyed 
companies expect to increase their cyber 
security budget this year – and none of them 
are cutting staff. That means those companies 
will need to satisfy their cyber security experts’ 
salary expectations to keep them onboard.

With little to no free skills in the market, 
the cyber security industry is a skills gap 

within a skills gap. AustCyber’s recent 2019 
update to Australia’s Cyber Security Sector 
Competitiveness Plan shed light on the 
magnitude of that skills gap, with 17,000 cyber 
security workers needed by 2026. 

The implications of this gap, not only 
for short-term salaries but also for long-
term nation building, are substantial: 
resource-pressured employers must meet 
IT workers’ increasing salary expectations, 
while somehow sourcing and developing 
additional cyber security skills in a market 
that has proven chronically ill-equipped to 
provide them.

With a paucity of ‘robust and repeatable 
measurements’ of the cyber security sector, 
AustCyber CEO Michelle Price notes, ‘The 
economic characteristics of the cyber 
endeavour are poorly understood’.

This has direct implications on cyber 
security skills, since poor or absent 
measurements mean that there is a lack of 
detailed information about where skills 
development can be most effectively applied – 
something that Price says would be crucial 
in establishing a national platform for 
‘measurable and scalable cyber security skills 
development and workforce growth’.

‘The measurement of fundamental 
economic metrics, such as the size of the 
sector and its value added to the economy, can 
serve as a foundation to more sophisticated 
analysis, such as the broader impacts of cyber 
innovation across the economy, including 
its role as an enabler of growth and its 
contribution to overall prosperity,’ says Price. 

Improving cyber security’s gender imbalance
Industry’s increasing involvement in cyber 
security skills development has manifested 
in recent years as a dramatic change in 
both the volume of industry–academia 
partnerships, and the universities’ radically 
changed approach towards cyber security 
skills development.

Once an area of interest within a 
broader IT degree, cyber security has 
emerged into its own area of focus as 
bachelor and postgraduate programs focus 
on combining cyber security theory with 
industry-ready certifications.

Such courses not only put a finer 
point on university degrees that were 
producing large numbers of technology 
generalists, but have also spawned a whole 
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raft of initiatives designed to improve the 
participation of women – and to develop 
cyber security skills in people with few or 
no formal IT qualifications.

AustCyber’s support of the Australian 
Women in Security Network and Australian 
Careers Service has provided valuable 
networking to attract and engage women in 
the cyber security industry. 

So, too, have private efforts like the 
women-only information security training 
conference 0xCC and PwC’s Women in Cyber 
Mentoring Event, which piggybacked on the 
annual Cyber Security Challenge Australia 

(CySCA) to help women learn more about 
the broad range of career opportunities in 
cyber security.

Industry and grassroots programs 
are engaging women in cyber security 
in greater numbers – many in the hopes 
of addressing the countless systemic 
inequalities identified in the 2017 UNSW 
Canberra–led Women in Cyber Security 
Careers project. These include claims 
of common discrimination, challenges 
around cyber security’s 24/7 work 
culture, persistent wage inequality, and a 
perception that women’s opinions are not 
valued by employers.

Industry organisations continue to work 
to rectify these shortcomings and tap into 
the base of skilled women. For example, 
cyber security conglomerate CyberCX 
recently launched a series of scholarships 
to attract and promote women in cyber 
security careers. Those 12 scholarships 
financially support female students to 
enrol in an Australian university or TAFE 
cyber security program, and provide a paid 
internship at CyberCX.

Industry and grassroots programs are 
engaging women in cyber security in 
greater numbers – many in the hopes 
of addressing the countless systemic 
inequalities identified in the 2017 
UNSW Canberra–led Women in Cyber 
Security Careers project
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Such efforts seem to be driving small 
successes, with one StollzNow–McAfee 
review of Australia’s workforce suggesting 
that the domestic workforce is 25 per cent 
female – well ahead of the commonly cited 
11 per cent global figure.

Looking outside of cyber
It has taken years of effort to get to this point, 
and the ever-widening skills gap – 57 per cent 
of managers responding to the survey said 
that they have trouble finding cyber security 
staff – has driven employers and cyber 
security education organisations to engage 
with other communities in hopes of bringing 
them into the industry.

The number of Australian cyber security 
graduates could quadruple by 2026, with 
2000 graduates expected annually from 
a range of TAFE cyber security training 
courses, university master’s degrees and 
other programs combining classroom 
learning with on-the-job training targeting 
non-technical staff who want to transition 
into the industry.

‘There are signs that companies could 
offer stronger training pathways to 
accelerate the transition of workers from 
outside the sector into cyber security roles,’ 
AustCyber notes.

Such hybrid programs also provide 
essential work experience, and often include 
the opportunity for participants to finish 
with industry cyber security certifications 
– which can lead to other certifications, such 
as DDLS’s newly announced Systems Security 
Certified Practitioner (SSCP) course.

Firms like WithYouWithMe have taken 
yet another approach, building a 6–12-week 
retraining pathway for ex–Australian 
Defence Force veterans who are proving 
keen to transition into IT and cyber 
security careers.

‘People want really well-paying jobs, 
and we have been trying to help veterans 
understand their full potential so they can 
obtain some of them,’ Co-founder Tom Moore 
explains, noting that two-thirds of the firm’s 
successful placements in cyber security 
positions ‘had no technical background at all, 
but they had the right aptitude and [attitude] 
to work in cyber’.

Other initiatives are working to position 
cyber security as a career among the ‘best 
and brightest’ high school students – a 

core target of AustCyber’s efforts – with 
work to date focused on expanding the 
industry’s profile with students before 
they head into their formative final years 
before university.

This is often done by engaging students 
through competitions, with efforts like the 
Australian Computing Academy’s Schools 
Cyber Security Challenge and pilot cyber 
security competition CyberTaipan attracting 
more than 30,000 students and 1000 teachers 
in 2019 alone.

Other efforts, such as the BrainSTEM 
Innovation Challenge, which targets eager 
students with less stand-out academic 
results, are working to engage keen students 
in mentorship programs that help them to 
understand the benefits of STEM-related 
fields, including cyber security.

Such programs are steadily gaining 
traction in engaging non-traditional cyber 
security roles. As conventional university, 
TAFE and training pathways also become 
less traditional and more industry-focused, 
a broader field of graduates is likely to come 
knocking for the high salaries and career 
prospects that cyber security offers.

Yet, just increasing the numbers isn’t 
enough; without effort to build industry-
relevant skills, the industry will continue 
to struggle to attract people to the cyber 
security positions that companies actually 
need, warns Palo Alto Networks Vice 
President and Regional Chief Security Officer 
Sean Duca.

Adoption of security automation was 
crucial to help the cyber security sector 
dispel perceptions that it is intense and 
process-focused. Greater adoption of 
automation allows workers to build the kind 
of diverse and interesting careers that will 
bring them into the industry.

‘Organisations need to look for curious 
minds regardless of the background or 
industry they come from,’ Duca explains. 
‘This will see a greater emphasis on 
emotional intelligence rather than IQ, as 
businesses rely on innovative problem-
solvers across the board.’

He adds, ‘From 2020, businesses will need 
to invest in upskilling and cross-skilling 
people with these crucial creative capabilities 
to address the perceived skills shortage, and 
to position these organisations to successfully 
combat cyberthreats in the future’. •
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T
he General Data Protection 
Regulation (GDPR) states that 
the process of personal data 
should be designed to serve 
humankind, and with the intent 

to contribute to achieving freedom, security, 
justice, economic and social progress for the 
economies, and wellbeing of natural persons. 
It seems contrary when organisations’ GDPR 
implementation appears to be regressive 
and controlling in the outcomes they want 
to achieve. It does not help when business 
requirements towards information security 
are mainly for GDPR-compliant purposes, 
rather than for the greater good of a vibrant 
ecosystem flourishing with borderless 
exchanges and dynamic collaborations.

Australia has been ahead of Singapore 
on its data protection regime. Its Privacy 
Act 19881 was introduced to protect the 
privacy of individuals, and to regulate 
organisations and agencies in both private 
and public sectors, with attention on the 
privacy component of the consumer credit 
reporting system, tax file numbers, and 
health and medical research. Singapore’s 
Personal Data Protection Act 20122  (PDPA) 
supports Singapore’s pro-business position, 
which is aligned with the European Union’s 
Data Protection Directive (1995) to a certain 
extent. While much has been commented 
about Singapore’s exclusion of the public 
sector under its PDPA, its agencies must 
adhere to other regulatory requirements 
that support data protection, accountability 
and governance.

Given that GDPR’s evolvement 
contextualises the EU’s history, cultural 
norms and aspirations for a technologically 
driven future, the task for any jurisdiction 
would be finding a suitable approach to 
harmonise varied regulatory requirements 
while being proactive in considering people’s 
expectations amid dynamics of human 
behaviours and technological developments.

If you talk to any cyber security 
professional on the greatest daily challenge 
that he or she faces, it is likely that ‘people’ 
tend to be among the top three answers. 
When we have to break down cyber risks and 
the controls involved, we usually simplify 
them to people, processes and technology. 
A delicate balance of all three components, 
without overemphasising or having an over-
reliance on onerous compliance controls, is 
an ongoing iteration for chief information 
security officers and cyber security 
professionals in our industry.

If we can appreciate the intent of GDPR, 
it is clear that our information security 
policy and implementation have to consider 
meaningful benefits for both data subjects 
and controllers; not as a zero-sum game. 
While some countries may want to be 
more specific in setting the parameters 
of their data protection regimes, there is 
no one-size-fits-all solution for Singapore. 
Rather, the country has been advocating 
on the business advantages involved for 
organisations to be accountable in their 
handling of personal data in a staggered 
manner. This long-term view allows some 

Information security  
for a GDPR-inspired 
ecosystem
BY YVONNE WONG, MAISP, CIPM ASSOCIATE DIRECTOR/DPO,  
ASSOCIATION OF INFORMATION SECURITY PROFESSIONALS
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flexibility for regulators to adjust the pace 
for holistic change management, given that 
the outcomes and responsibilities must be 
owned by all stakeholders in the business 
community – individuals, organisations and 
data intermediaries.

As one of the advocators for digital 
transformation and importance of cyber 
security capabilities in Singapore, the 
Association of Information Security 
Professionals (AiSP) has been engaging 
small and medium-sized enterprises, 
business associations, professional bodies, 
and industry players in this conversation. 
It has taken AiSP considerable time to build 
traction, but we have seen higher interest 
from companies in the past one year. The 
interest was piqued from both sides of the 
spectrum: emerging business opportunities 
and ability to achieve scalable growth, versus 
increasing frequency and severity of data 
breaches and security incidents. While 
there would be some sectors that lag in their 
cyber security postures as compared to best 
practices in local context, we continue to 
advise business owners involved that cyber 
resilience starts with small steps across time. 
Not all our businesses are PDPA-compliant at 
this point in time, let alone GDPR-prepared; 
however, starting on a clean slate in building 
their information security capabilities 
in line with GDPR’s objectives would be a 
less-expensive and less-complicated process 
compared to large organisations with legacy 
systems, complex supply chains and diverse 
business partners.

Today, information security professionals 
are operating in an environment involving 
increasing cross-border exchanges and 
partnership. As such, AiSP has been 
initiating collaboration with our fellow 
information security professional bodies 
in the region since 2017. We are privileged 
to have a good partnership with AISA, 
and I hope to deepen collaboration and 
foster cross-recognition of cyber security 
competencies for the professional 
development of AISA and AiSP members. 
Our members are compelled to stay ahead 
of their learning curves as Industry 4.0 
sets to converge traditional operations with 
technological processes, changing the way 
we live, work and play. It is a testament of 
how timely the inaugural issue of Cyber 
Today is, as it will enrich the understanding 
and thinking of passionate cyber security 
professionals in Australia and Singapore.

As cyber security domains are wide-
ranging in breadth and depth, our 
professionals have to go beyond their comfort 
zones to learn, unlearn and relearn – despite 
their complex workload and mounting 
challenges. Their specialisations are much 
valued and needed, and more recognition 
and support at the board level would 
catalyse improvements and agile thinking 
for their organisations to progress and 
grow. Information security does not work 
in silos, and should be minimally integrated 
with business objectives and financial 
considerations, legal and compliance, HR 
practices, and individuals’ competencies to 
ensure an organisation’s preparedness for 
cyberthreats. Integrating principles of GDPR, 
and realistic and sustainable implementation 
from information security management, 
will not only enable local businesses to 
respect the sanctity of personal data and 
individual rights, but will also empower these 
organisations to build their legacies in the 
regional cyber security ecosystem for all. •

To get in touch with AiSP, please email 
secretariat@aisp.sg.

References 
1 oaic.gov.au/privacy/the-privacy-act/

2  https://www.pdpc.gov.sg/Legislation-and-Guidelines/
Personal-Data-Protection-Act-Overview
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I
n a cyber security climate regularly 
punctuated by significant data breaches, 
revelations that the personal information 
of thousands of Australian Defence 
Force (ADF) recruits could have been 

compromised by a breach of an unpatched 
server were especially embarrassing.

The ADF, of course, is a close relative of 
the Australian Signals Directorate (ASD) 
– the organisation whose Essential Eight 
guidelines have become the de facto bible 
for security specialists working to improve 
their cyber security.

With patching one of the most important of 
those eight guidelines, few would have missed 
the irony of suggestions that a failure to follow 
the ASD’s guidance had potentially caused 
the personal details of tens of thousands of 
military recruits to be compromised.

The database in question, known as 
Powerforce, has been maintained since 2003 
by recruiting giant Manpower in a contract 
with the Defence Force Recruiting Network 
(DFRN). That database was pulled offline for 
10 days after the ASD advised the firm that it 
could be exposed from a recently announced 
bug in the Citrix Application Delivery 
Controller (ADC), which security researcher 
Mikhail Klyuchnikov said could allow a hacker 
to directly access a company’s network.

The DFRN database is run by service 
provider DXC Technology externally to the 
Department of Defence, and investigations 
ultimately suggested that the database had 
not been compromised. The event, however, 
was a scare for the hundreds of thousands 
of ADF recruits whose data could have been 
threatened – and stands as a reminder for 

 Is your patching  
 up to scratch?
BY DAVID BRAUE

Inadequate patching practices are causing very real consequence as data breaches  
continue to pile up.
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every security professional of the importance 
of vigilance around the endless stream of 
vulnerabilities being discovered in critical 
applications and cloud services.

Falling behind the attackers
The ASD’s Essential Eight guidance is clear on 
the importance of patching, urging companies 
to patch or mitigate systems with ‘extreme 
risk’ vulnerabilities within 48 hours.

Less-than-optimal patching hygiene has 
long been flagged as an own goal when 
it comes to cyber security, with many 
companies delaying many patches for weeks 
or ignoring them altogether. 

If a hacker discovers that an unpatched 
system is accessible to them, it becomes a 
welcome mat to the business, and a way to 
exploit its systems for data theft, system 
compromise, credential theft, or more.

One recent Ponemon Institute survey, 
commissioned by ServiceNow, identified a 
17 per cent increase in cyber attacks from 
2018–19. The survey found that 60 per cent of 
data breaches were linked to a vulnerability 
where a patch was available, but had not been 
applied. Interestingly, this scenario was most 
common within IT and technology companies, 
which should theoretically have better 
patching practices.

The risk is even higher in the case of critical 
vulnerabilities like EternalBlue – which was 
exploited to cause massive worldwide damage 
by WannaCry and NotPetya malware – and 
BlueKeep, a more recently discovered Windows 
vulnerability that has Microsoft so worried that 
it even released patches for now-deprecated 
operating systems like Windows XP.

Such vulnerabilities allow for arbitrary 
code execution, and their presence within 
the operating system running on nearly all 
of your corporate desktops makes patching 
them unquestionably urgent.

Yet, the Ponemon survey identified a 
major gap between the understanding of this 
fact, and the patching habits that companies 
exhibit – creating problems by perpetuating 
the exposure of vulnerable systems.

Most of the surveyed organisations said 
that they are unaware of vulnerabilities that 
could lead to a data breach, and just 44 per cent 
of surveyed organisations said that they can 
patch vulnerabilities in a timely manner.

Management issues seemed to be a 
common cause of this delay, with 88 per cent 

of respondents saying that their patching 
efforts suffered delays – of an average of 
12 days – because they had to coordinate the 
patching with other teams.

Many security teams were using a 
rudimentary method of prioritising patches 
– around 32 per cent reportedly relied on 
the Common Vulnerability Scoring System 
(CVSS) score and nothing else – unbalancing 
their enforcement efforts and leaving 
them unintentionally exposed to lower-
severity vulnerabilities that are easy for 
cybercriminals to exploit.

Remember that cybercriminals watch 
the same vulnerability lists as you do when 
deciding which vulnerabilities to focus 
on – and many will look far beyond just the 
critical vulnerabilities when choosing how to 
attack your company.

‘The majority of malware developed out 
there is not a case of someone hacking a way 
into systems,’ explains Campbell Murray, 
Global Head of Cyber security Delivery 
with BlackBerry Cylance. Murray describes 
the development of compromises as ‘a very 
human predatory process’.

‘It’s when vendors release a patch that they 
get super interested. They get old versions of 
the software and new versions, then look at 
the differences and think “Okay, what are we 
patching? If we can figure out the thing that 
they fixed, we know what was flawed”.’

Given the ubiquity of published 
vulnerabilities, businesses should focus less 
on CVSS scores and more on weighing the 
criticality of assets and systems. They should 
then proactively monitor vulnerabilities 
related to these systems, and prioritise 
patching efforts based on the potential impact 
due to a breach.

Such vigilance is surprisingly uncommon, 
the Ponemon research found, with 62 per cent 
of breached respondents saying that they 
were unaware that they were vulnerable 
before being breached.

Hackers see healthcare organisations as sitting 
ducks, with exploitation of vulnerabilities 
accounting for the successful ransomware 
compromise of more than 700 healthcare 
providers last year in the United States alone
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This finding was corroborated by Kaseya’s 
State of IT Operations survey, which found 
that just 42 per cent of respondents monitor 
third-party software and apply critical 
patches for it within 30 days.

Curing vulnerabilities with automation
Inadequate practices around vulnerability 
management and patching are endemic across 
all industries, but health care is regularly 
singled out as being particularly vulnerable.

This is hardly surprising, given the 
preponderance of ageing systems and 
medical devices with embedded software 
that cannot be easily and reliably updated for 
compliance reasons.

Hackers see healthcare organisations 
as sitting ducks, with exploitation of 
vulnerabilities accounting for the successful 
ransomware compromise of more than 
700 healthcare providers last year in the 
United States alone.

‘Despite the prevalent ideals of digital 
transformation, lack of basic security hygiene, 
legacy systems with outdated operating systems 
and unpatched vulnerabilities are still a reality,’ 
says Dr Jon Oliver, Director and Data Scientist 
with Trend Micro – whose Zero Day Initiative 
program last year collected and published 
advisories about 1035 vulnerabilities.

‘This scenario is ideal for ransomware 
actors looking for a quick return on 
investment. As long as the ransom scheme 
continues to be profitable, criminals will 
continue to leverage it.’

According to the latest Office of the 
Australian Information Commissioner (OAIC) 
half-yearly notifiable data breach statistics, 
healthcare organisations were responsible 
for 22 per cent of all data breaches in 
Australia – with malicious or criminal attacks 
responsible in 64 per cent of cases. Health 
information was involved in 23 per cent of 
reported data breaches.

Whether you work in health care or 
not, the sector’s experience with hackers 
exploiting vulnerable systems is a stark 
reminder of the potential damage that can 
come from inadequate patching practices.

It’s also impetus for taking a different 
approach to vulnerability and patch 
management – which has become 
overwhelming for many companies due to the 
sheer number of new vulnerabilities and the 
complexity of their own systems.

Surveyed companies spent an average of 
$2.1 million (US$1.4 million) on vulnerability 
management activities last year, the Ponemon 
survey found – a 25 per cent increase over 
the previous year.

With the number of high-severity 
vulnerabilities increasing by 171 per cent in 
2019 over the previous year, the firm warns 
that one of the biggest confounders for effective 
patching is that security teams are spending too 
much time navigating manual processes.

This leaves them well behind attackers that 
are ‘outpacing’ them by refining their attacks 
using artificial intelligence, machine learning 
and other advanced technologies, the firm 
warns. One recent Tenable Research analysis 
found that, on average, attackers have a 7.3 day 
head start to exploit a new vulnerability 
before defensive efforts catch up.

If attackers are on the front foot, most 
companies are quite the opposite. Just 
44 per cent of Ponemon respondents said that 
they are using automation to help with their 
vulnerability management and patching, with 
prioritisation (53 per cent), patching 
(52 per cent), assignment (46 per cent) and 
reporting (39 per cent) the most common tasks 
being automated.

Increasing use of automation was the most 
commonly cited way of improving patching 
– named by 45 per cent of respondents – 
while 40 per cent believed that they could 
improve their response by adding more IT 
security staff. Some 26 per cent said that they 
needed to ‘become more systematic’, while 
30 per cent were happy with their current 
vulnerability management strategies.

Automation maturity varied widely by 
industry, ranging from financial services (in 
which 53 per cent of companies are using it) 
to health care (35 per cent) and public sector 
organisations (28 per cent).

Increasing investment in automation is 
linked with reductions in downtime, timely 
patching, better prioritisation of critical 
vulnerabilities, and much better efficiency 
and effectiveness of already stretched IT staff.

Realising those benefits, however, 
requires a concerted effort to automate 
vulnerability management, and an 
understanding of the potential consequences 
if things don’t improve. Nothing less than 
the fate of your organisation rests on getting 
patching right – so why would you let it 
languish any longer? •
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‘I
n 2019, ransomware operators began to use 
the concerning tactic of stealing victims’ 
files, before encrypting computers and 

then publicly posting these files if the victim 
does not pay.

‘The stealing and publishing of stolen data, 
which in many cases includes company financials, 
personal information of employees and client data, 
automatically escalated these ransomware attacks 
into data breaches,’ says Lawrence Abrams. 1

In fact, in 100 per cent of the breaches to which 
FireEye responded, the victim organisation’s 
firewalls and antivirus protections were 
‘up to date’. 2

A new approach is needed for an 
organisation to ensure an operational state, 
over adding yet another layer of preventive or 
detection solutions into an already convoluted 
Enterprise Threat Detection environment.

NeuShield Data Sentinel does not rely on 
detection, protecting against any ransomware 
or malicious application, whether known or 
unknown, by adding a protective shield between 
your files and your applications, and as such can 
recover from a fully undetectable attack.

With a single click, the operating system, 
disk and files present on both local and 
cloud drives can be recovered from malware, 
virus and file corruption.

NeuShield is proudly distributed 
across Australia and New Zealand by 
Katana Technologies. •

Email info@katanatechnologies.net for more 
information, and quote ‘Cyber Today’ to take 
advantage of the special subscription pricing 
discounts running until the next Cyber Today
edition in July. 

Protection is paramount
With organisations of all sizes falling victim to ransomware every 14 seconds in 2019 – predicted to 
be every 11 seconds by 2021 – breaches are inevitable.

Get an Extra Year for FREE!*
Purchase two years of NeuShield Ransomware protection 
before 31st July 2020 and receive an extra year for free.  

Simply quote “Cyber Today” to Acquire IT and get three years 
for the price of two! 
*Terms and conditions apply.

Learn more at www.acquireit.com.au/neushield

Not all ransomware protection is the same
Traditional ransomware protection is able to detect and block known malware 
and viruses. Even with constant updates, however, it’s often not effective in 
stopping new or unknown attacks.

NeuShield Data Sentinel is different. It goes deep into your system to recover 
data—no matter how or why the data was changed. Even zero-day ransomware 
is no match for NeuShield Data Sentinel.

Your data has never been safer.

acquire

1 Nemty Ransomware 
Punishes Victims by 
Posting Their Stolen Data

2 FireEye - WC Docket 
No.13-184

Cyber Today | A 

PARTNER CONTENT

507288AE_Katana Technologies I 2546.indd   1507288AE_Katana Technologies I 2546.indd   1 17/4/20   9:37 am17/4/20   9:37 am

Cyber Today | 51 

PARTNER CONTENT



D
uring a routine inspection of 
IT systems, you come across 
log files indicating that a large 
volume of data has been copied 
from your mail server. Further 

investigation into the data leak reveals 
late-night access and activity by your third-
party service provider. You give the service 
provider a call and ask for an explanation, 
and you’re advised that the access used 
was the account of a contractor who left the 
previous week. Detailed forensic analysis 
indicates that other parts of the system were 
accessed at the same time, including other 
user accounts. You note that some additional 
user accounts appear to have been created, 
and one has been logging in on a regular 
basis and accessing the database where 
customer service details are stored.

Having established that the new 
accounts are not associated with the 
authorised contractor, nor one of the 
other administrators, you delete them and 
reset access for all users. Problem solved? 
Unfortunately not. These circumstances give 
rise to a number of legal issues.

1. Do you need to find out more?
Yes. You know that the email server will 
contain information about natural persons 
and therefore ‘personal information’ within 
the meaning of the Privacy Act 1988 (the Act). 
Unless your organisation has annual revenue 

of less than $3 million, does not trade in 
personal information, supply health services, 
and/or contract with the Commonwealth, 
you are almost certainly regulated by the 
Act and therefore subject to section 26WH. 
This section says that where there are 
reasonable grounds to suspect that there 
may have been an ‘eligible data breach’, you 
must carry out a reasonable and expeditious 
assessment of whether or not there are such 
reasonable grounds, and aim to ensure that 
the assessment is completed within 30 days. 
In order to know whether an eligible data 
breach has occurred, you need to establish 
what information has been taken, and make 
an assessment of what has happened to it and 
what it might be used for.

Depending on what information has 
been taken, failure to investigate and take 
reasonable steps to prevent harm could 
expose your company to a negligence claim.

2. If so, what is the information you need 
to know?
Unfortunately, emails are sent for a range of 
purposes. If your corporate marketing team has 
been inviting clients to a golf day, information 
exchanges may include health information, 
the name of friends and family, sensitive 
information (such as club or association 
membership), and political affiliations. It is 
common to exchange contracts by emailing 
PDF copies of executed agreements. These 

Legal issues 
arising from a 
data breach
BY PATRICK FAIR, PRINCIPAL, PATRICK FAIR ASSOCIATES
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agreements may include confidentiality clauses 
that promise the terms of the agreement 
will be kept strictly confidential. Sometimes 
emails confirm payment and compensation 
information that, although not deemed 
sensitive information under the Act, is 
regarded as sensitive by the data subjects. If a 
large body of email has been compromised, the 
task of establishing, analysing and assessing 
the information content can be extensive and 
expensive. It is not possible to assess whether or 
not the data breach is ‘likely to result in serious 
harm to any of the individuals to whom the 
information relates’ and, therefore, notifiable 
under the Act without understanding what 
information might comprise.

It is also necessary to understand any 
financial or commercial implications 
arising from unauthorised disclosure of the 
information that may have been disclosed so 
that partners and employees can be advised 
and any contractual obligations to notify 
properly satisfied.

3. How should you conduct your 
investigation in order to best protect 
yourself and the company?
The scenario suggests the possibility that 
the third-party service provider did not 
revoke the administrative access of its 
contractor when he or she ceased to be 
engaged. Therefore, there is a possibility that 
the third-party service provider may have 
responsibility for the breach. If a mandatory 
data breach notification is required, the 
Office of the Australian Information 
Commissioner (OAIC) may investigate 
whether or not a breach of Australian 
Privacy Principle 11 occurred – i.e., that 

you did not take reasonable steps to protect 
relevant personal information from misuse, 
interference or loss, or from unauthorised 
access modification or disclosure.

It is also possible that in response to 
a data breach notification or disclosure 
of contractual information, a business 
partner or relevant data subject might 
commence legal proceedings or initiate a 
complaint process with the OAIC seeking 
compensation. To be properly prepared, your 
investigation needs to ensure that the facts 
and circumstances of the breach – including 
the steps you take by way of investigation – 
are contemporaneously recorded by logging 
and preferably by capturing screenshots, 
and noting the time of the screenshot and the 
system viewed.

You may decide to engage a forensic team 
to assist with your investigation. Following 
usual procedure, they should commence by 
taking a digital image of relevant machines 
for the purpose of investigation, thereby 
ensuring that the investigation does not 
cause evidence to be lost.

In circumstances where the report of the 
forensic investigator is necessary to establish 
the legal consequences of the breach, it is highly 
advisable to have the investigator engaged 
by a lawyer (internal or external) so that 
their report is protected by legal professional 
privilege. Information obtained by lawyers for 
the purpose of providing legal advice is exempt 
from the usual requirement that all relevant 
documents and information must be disclosed 
to the adverse party in litigation. By having 
your lawyer engage the forensic team and 
carefully maintaining only limited circulation 
of the report as necessary for the purpose of 
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providing legal advice, you avoid the possibility 
that the potentially embarrassing information 
included in the report will expose your 
company to third-party liability or otherwise 
weaken your defence.

4. Should you ask your third-party service 
provider to tell you all they know about 
the circumstances of the event? Do they 
have to assist?
Yes, but will they tell you? From the third-
party service provider’s point of view, you 
are a potential claimant. Cooperation will 
vary depending on whether the third-
party service provider wishes to maintain 
a long-term relationship or expects 
that their contract will not be renewed. 
The circumstances and potentially the 
response from the third-party service 
provider may be different depending on 
what the terms of the contract say about 
the subject of candour and disclosure in 
relation to circumstances such as those 
described. You should ensure that you 
deal with these issues in the contract with 
your service provider. It is also relevant 
that until and unless you notify of the 
data breach in accordance with the Act, 
the third-party service provider will also 
have a concurrent duty to make the same 
notification. It is important to check your 
contract of engagement to see whether 
there are any provisions managing the 
process of deciding who will notify and 
what the notification might say.

Personal information is often protected 
by the party that collected it, the third-party 
service provider that stores information and 
a contracted service provider that maintains 
the system (possibly many others). A data 
breach can have significantly different 
implications for the different parties involved, 
and can perhaps give rise to a duty to notify 
on behalf of all parties. The guidance issued 
by the OAIC in the circumstances says 
the party that collected information (and 
therefore has the customer relationship with 
data subject/s) is the best party to make the 
notification to data subjects.

5. Do you have a duty to report?  
If so, to whom?
If you are a regulated deposit-taking 
institution, you may have a duty to advise 
the Australian Prudential Regulation 

Authority (APRA) of a breach. You may also 
have a duty to advise your suppliers and/
or customers arising from your contract of 
service and/or your Privacy Policy.

Under the Act, you will have a duty to 
advise the OAIC and each data subject if 
there is a risk that any data subject may 
suffer serious harm as a result of the 
breach. Whether serious harm is likely to 
result depends upon an assessment of the 
information that has been compromised, 
who has it, what it can be used for and, to 
some extent, the size of the dataset. In any 
case, where there is a large number of data 
subjects, even simple information – such 
as the name and address of a person – 
might result in serious harm to particular 
subjects. It is also important to keep in mind 
that serious harm does not refer only to 
physical injury and common law damage, but 
includes emotional and psychological harm. 
If the dataset includes financial or health 
information, the data subject might suffer 
serious psychological or emotional harm as a 
result of the disclosure.

6. When does your duty to report arise?
It is sometimes said that the duty to notify 
arises only after 30 days because there is a 30-
day time limit on the obligation to investigate 
a suspected breach. In the facts described 
above, the breach is known but the fact that it 
may be a notifiable breach is only suspected. 
There is a lack of information regarding the 
nature and subject matter of the compromise. 
There is a clear obligation to investigate and, 
in the course of that investigation, there may 
be a point when the information collected 
gives reasonable grounds to believe that the 
data breach would be likely to result in serious 
harm to an individual. At that point you have 
an obligation to notify as soon as practicable. •

The facts outlined for the purposes of this case study 
actually happened. All the issues described came under 
consideration by the parties involved. 

Patrick Fair is the principal of Patrick Fair 
Associates; an Adjunct Professor at the 
School of Information Technology, Faculty of 
Science, Engineering and Built Environment 
at Deakin University; the Chairman of the 
Communications Security Reference Panel at 
the Communications Alliance; and General 
Adviser for LexisNexis Practical Guidance 
Cybersecurity, Data Protection and Privacy.
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I
n 2014, New Zealand–Australian television 
presenter Charlotte Dawson took her 
own life. Dawson, who had been open 
about her mental health struggles, had 
been mercilessly and repeatedly trolled 

on Twitter. Her deeply stricken friends and 
colleagues channelled their grief by starting 
a petition to the Commonwealth Government, 
calling for laws against cyberbullying.

At the time, I was newly working for 
Twitter here in Australia, driving the 
company’s safety programs, having 
previously held a similar role at Microsoft. 
Dawson’s tragedy heightened my growing 
unease over whether the tech giants were 
prepared to put their corporate might and 
leadership behind the changes that needed 
to happen to make their platforms safe. But I 
pushed ahead.

Meanwhile, that 2014 petition to 
government bore fruit. Paul Fletcher, 
then a Parliamentary Secretary (and now 
Minister for Communications, Cyber 
Safety and the Arts), successfully led the 
establishment of the world’s first online 
safety regulator – incorporating the first 
legislated take-down scheme for serious 
cyberbullying targeting a child. These two 
currents merged in 2017 when I became 
Australia’s eSafety Commissioner.

The role of eSafety is to help all 
Australians have safer, more positive online 
experiences through prevention, protection 
and proactive change.

Over the past three years, it has been a 
privilege to work with my team to create 
higher levels of education and awareness 
about online safety risks and responses; 
to help thousands of Australian children 
have cyberbullying material removed; to 
assist thousands more to have nude images 
or intimate videos, which have been posted 
online without their permission, also 
removed; and to be able to respond to more 

than 50,000 reports of online 
child sexual abuse material by 
having it taken down from the 
internet through collaborative 
international efforts.

But even now, I feel the mission 
that I foreshadowed in my time 
at Twitter, and before that at 
Microsoft, has barely begun.

You see, we are fooling 
ourselves if we believe that 
we will get ahead of these 
issues through prevention 
and content take-down 
alone. We must alter the 
entire threat environment by 
making the online platforms 
fundamentally safer and by shifting the 
responsibility for safety back on the 
platforms themselves.

There is no question that digital 
environments can be constructed and 
designed in a way that builds safety in as 
a primary consideration from the start. 
Indeed, online environments often provide 
us with opportunities that do not exist in our 
analogue lives.

For example, technologies exist that can 
scan and collate the online fingerprints 
embedded in child sexual abuse material, 
helping law enforcement to rescue victims 
and apprehend offenders. Social media 
sites can flag messages that contain 
abusive language before they are posted, 
providing people with the opportunity to 
think about the impact that their message 
may have before they press ‘send’. And 
while it can be difficult to address the 
persistent threats and abuse of one person 
in your local community, being online 
means you can mute or hide comments 
made by individuals who repeatedly target 
others with abuse, or even remove them 
from the platform.

Online safety: 
The big challenges remain
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At eSafety, we call this approach Safety by 
Design, and to be successful it will require 
the comprehensive buy-in of the tech sector.

Safety by Design means asking the 
technology behemoths to assess the risks that 
their interactive platforms pose to their users, 
and to respond by building safety protections 
at the front end, rather than retrofitting them 
after the damage has been done.

Just as emergency braking systems 
and airbags are built into cars, guided by 
international standards tech companies 
should be building virtual restraints to 
protect our children from the darkest 
recesses of the web. All of their technical 
expertise and vast financial resources should 
be applied to preventing harm. In addition 
to developing the ‘next killer app’, tech 
companies should be looking at innovative 
ways to engineer out misuse as a core tenet 
of their social responsibility, and as a cost of 
doing business.

To date, the culture of technology 
development has been to ‘move fast and 
break things’. For the past 30 years, the 
technology industry has largely responded 
to safety calamities retroactively in the face 
of significant regulatory, reputational or 
revenue risk. The cost of this cowboy culture 
has meant that our citizens have been broken 
by a range of unspeakable online harms.

To help change this ethos and get the 
tech industry onboard with Safety by 
Design, eSafety consulted with more than 
60 organisations, including the tech companies 
themselves, to develop a set of safety 
principles that would govern how technology 
should be developed, with safety a pre-
eminent consideration. We know we cannot go 
to war with the internet; we also know that for 
Safety by Design to take hold, it has to be done 
with the tech industry, rather than to it.

We are pleased to say that the Safety by 
Design concept that was born here in Australia 
has taken off globally, with numerous 
multilateral organisations taking up the cause, 
and companies like Facebook, Google, Snap, 
Roblox and Twitter signing onto the principles.

But there is more work to be done to 
ensure that these principles are being 
adopted as we continue to see the pattern of 
both mature and evolving platforms grapple 
with serious safety issues. TikTok, for 
example, which has been a subject of media 
focus recently, is in the midst of an awkward 

growth spurt – from gawky, shy teenager to 
global behemoth. Whether it is trying to beat 
back the proliferation of silly and dangerous 
‘online challenges’, combating cyberbullying, 
or trying to insulate its platform from sexual 
predators, TikTok is currently a safety 
laggard that needs to rapidly catch up.

I’ve witnessed the same pattern inside 
Microsoft and Twitter, and watched 
Google, Facebook, online dating sites and 
countless others follow the same well-
tread pattern. Something goes dreadfully 
wrong, public condemnation follows, and 
regulators and politicians smell blood, 
so the companies finally start to act 
by retrofitting safety protections that 
should have been embedded from the very 
beginning of product development.

Now, as eSafety sets forth on Phase 2 of our 
Safety by Design initiative, we are building a 
set of tools to help companies learn not only 
from the mistakes of others, but from their 
innovations and best practice, too.

We believe that ‘coding with conscience’ 
should become embedded in the 
educational system. So, we will be focused 
on working with Australian universities 
to ensure that the next generation of 
engineers and computer scientists are 
consciously embedding safety, privacy 
and other core human rights into the next 
generation of technology.

We are developing guidance on the range 
of risks and harms that occur on online 
platforms to create a clear evidence base 
for designers and developers, as well as 
an interactive, self-diagnostic tool for tech 
companies across sectors and at all levels 
of maturity – from tech startups to major 
gaming platforms.

Finally, we will be working with a range 
of venture-capital and investment funds 
who are keen to assess risk when investing 
in new technology ventures, and who also 
want to invest more ethically. For such 
investors, Safety by Design should become a 
prerequisite for first-round funding.

True cultural change can be challenging, 
but with a critical mass we can turn the tide. 
Through Safety by Design, we can effectively 
guide the next wave of technology innovation 
so that it truly benefits all who use it. We can 
minimise the threat surface, and build in 
features that reduce the range and impact of 
online harms. •
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